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1 KPATKHE CBEJEHUWS U3 TEOPUN

1.1 MeTtoas! kpunTorpapuieckoro npeodpasoBanus uunpopmanun

Hayxkoii, n3yqaromeii MaTeMaTHdecKie METOBI 3aIUTHl HHOPMAIUU ITyTEM
ee TpeoOpasoBaHus, SIBISICTCS KPUOTOJOTHS [Kpuntol — TaitHBIHA, Aoyol —
Hayka (cmoBo) (rpeu.)]. Kpumronorust pasmensercss Ha IBa HAIpaBiICHHSA —
KpuUntorpaguio HW KPUINTOAHAaIHU3.

ITon xpunrorpadpuyeckoi 3amuTol HHGOPMALMH IOHUMAETCS TAKOE IIpe-
oOpazoBaHue MCXOIHON MH(OpManuu, B pe3yiabTaTe KOTOPOTO OHA CTAHOBHUTCS
He}lOCTyHHOﬁ JUIA O3HAKOMJICHHUS M HMCIIOJB30BaHMUA JIMIIaMH, HC UMCIOIIUMHU Ha
3TO MOJIHOMOYUM.

W3BecTHBI pa3IuYHbIC MOAXObI K KIacCH(HUKAUU METOIOB KpUnTorpadude-
ckoro npeoOpazoBanus nH(popmanuu. [lo Buay BO3AEHCTBHA Ha MCXOAHYIO WH-
¢dbopmario MeTOabl KpHNTOrpadguyeckoro mpeodpazoBaHus HHPOPMALUH
MOTYT OBITH pa3liefiecHbl HA Y€ ThIpe T pynImbl (pUCYHOK 1).

MeTozs! KpUITOrpapUIecKoro
peoOpazoBaHus HHGOPMALUH

[udposanue Creranorpadus KonupoBanue Cxarue

Pucynok 1 — Knaccudukanust MeTo10B KpUIITOrpaduecKoro
npeobpa3zoBanys HHGOPMALUH

1.1.1 IndpoBanue nadpopmManun

OCHOBHBIM BHIOM KpHUNTorpaduiaeckoro mpeoOpa3oBaHHS HH()OpMAIH B
KOMITBIOTEPHBIX CHUCTEMax sBiseTcs ImudposaHue. [lon mmdppoBanueM MoHU-
MaeTcsl Tpolecc NpeoOpa3oBaHMsl OTKPHITOM MHPOpPMAIMU B 3alIN(PPOBAHHYIO
(mmdpoTekeT) WM mporecc odpatHoro npeoOpazoBaHus 3amM(pOBaHHOW HMH-
¢dopmarn B OTKpHITYyI0. IIponece mpeoOpa3oBaHHsi OTKPHITOM HMHpOpMALWU B
3aKpBITYIO MOJYYWJI Ha3BaHWEe MU pOBaHHME, a IPOLecc NMpeodpa3oBaHMs
3aKpBITOM HHPOPMALINHU B OTKPBITYIO —pacmuppoBaHu e (PUCYHOK 2).



ITpouecc mm¢ppoBanus 3aKI0IaeTCA B MPOBEICHUN 00OPaTUMbIX MaTeMaTHUE-
CKHUX, JIOTUYECKUX, KOMOMHATOPHBIX M APYI'HX NpeoOpa3oBaHM MCXOJHOM WH-
(dopmanuu, B pe3yiabTaTe KOTOPBIX 3alIM(poBaHHAS MH(POPMAIHS TPEICTABISACT
€000 XxaoTH4ecKuit Habop OYKB, IU(P, APYTHUX CUMBOJIOB U IBOUYHBIX KOJIOB.

OTKPBITHII TlepBoHavabHbII
P udporexer p .

TEKCT OTKPBITHI TEKCT
———» Illudposanue PacmmdpoBanne ———»

Pucynok 2 — lllu¢ppoBanre n pacmmdpoBanue

Jus mudpoBaHns HHPOPMALMN UCTIONB3YIOTCS alTOPUTM IPEOOpa3OBaHUS U
kirod. Kak mpaBmito, anropuT™ Ut ONPEAEIEHHOT0 MEeToAa MN(pPOBAHUS SBIIS-
€TCsl HeM3MEHHBIM. VICXOIHBIMY IaHHBIMU JUISl aJiTOPUTMa MIN(PPOBAHUS CITykKaT
nHpopmanus, noexainas mudpoBanuio, U KiIod mudposanus. Kiou — koH-
KpEeTHOE 3HAueHHE HEKOTOPHIX MapaMeTpOB alrOpUTMa KPHITOrpapuyecKkoro
npeoOpa3oBanusi, obecrneyrBaIee BEIOOpP mpeodpasoBanus u3 cemeiictBa. OH
COJICPIKUT YIPABJISIONYI0 HH()OPMAIHIO, KOTOpasi OMpeesieT BHIOOP mpeodpa-
30BaHUs Ha ONPEJIENICHHBIX IIarax alropuTMa M BEJIMYUHBI ONEPaHIOB, HUCIOIb-
3yeMBblIe TIPH PealIU3alny aNTOPUTMA IU(PPOBAHHIS.

3a MHOTOBEKOBYIO HCTOPHIO HCIIOJIB30BAHUS MIM(pOBaHUSI MHPOPMAINH de-
JIOBEYECTBOM HM300pPETEHO MHOXECTBO METOAOB MIM(POBAHUS, WIN MH(POB.
MeTtonom mudpoBaHus (mMUPpPOM) Ha3BBACTCI COBOKYITHOCTh
00paTHMBIX NpeoOpa3oBaHUK OTKPHITOW MH(MOPMAIMH B 3aKPHITYI0O B COOTBET-
CTBHH C alNropuTMoM mmudpoBanns. BombIIMHCTBO MeTOROB HIM(POBaHUS HE
BBIJICP)KAJIM TIPOBEPKY BPEMEHEM, a HEKOTOpPbIE HCIIOJB3YIOTCS W JI0 CHX TIOp.
[MosiBnenre O9BM mHUIMHPOBaIO mpoiecc pa3pabOTKU HOBBIX MIU(POB, YUUTHI-
BaIOIIUX MX BO3MOXHOCTH HCIIOJIb30BaHUS KaK JUIs K(ppOBaHuUs/ netuppoBaHus
nHdopmanmm, Tak U s arak Ha mmMdp. Ataka Ha wWUbp (KPHUNOTO-
aHaJIM3) — 3TO mporecc aAenmdpPOoBaHUs 3aKPbITOH HHpOpPMAIUK 0e3 3HAHUS
KJIFOYa M, BO3MOXKHO, NMPU OTCYTCTBHU CBEJIEHHWH 00 anropuT™e IIUQGpOBaHHS.
[Tpouecc BoccTaHOBNICHNUS IEPBOHAYAIBHOTO OTKPBITOTO TEKCTa HA OCHOBE HIH(]-
pOBaHHOTO 0€3 3HaHW KIF0Ua HA3bIBAIOT A€M U ppoOBaHUEM.

CoBpeMeHHEIE Memoobl Wupposanis 00MHCHbL OMEeUamy CIeOVIOWUM Mpe-
bosaHusAM:

—CTOWKOCTh MmH(ppa TNPOTHBOCTOATh KPHUNTOAHATIH3Y (KPUITOCTOHKOCTH)
JIOJKHA OBITh TaKOH, YTOOBI BCKPBHITHE €0 MOTJIO OBITH OCYIIECTBIEHO TOJBKO
MyTeM PELICHHs 33/1a4H MOJTHOTo repedopa KIoueii;

— KPUITOCTOWKOCTh 00ECHIeYMBACTCS HE CEKPETHOCTBIO alroputMa mudposa-
HHUSI, @ CEKPETHOCTHIO KIIIOUa,;

— IU(PPOTEKCT HE JOJDKEH CYIIECTBEHHO NPEBOCXOJUTH 10 00BEMY HCXO/I-
HYI0 HH(OPMAIHNIO;



— omMOKH, BO3HUKAIOIINE TIPH MH(PPOBAHUN, HE JOJDKHBI IPUBOANTH K HMCKa-
KEHUSIM U IOTepsIM HHPOPMAIINK;

— BpeMsl U POBAHUS HE JOIDKHO OBITH OOJIBIINM;

— CTOMMOCTh IIM(POBaHMS JOJKHA OBITH COIJIACOBaHA CO CTOMMOCTBIO 3a-
KpbIBaeMoi HH(pOPMaIHH.

KpunrocroiikocTs 1mudpa sBIsIeTCsl €ro OCHOBHBIM IOKa3aTeneM 3¢ QeKTHB-
HocTtu. OHa u3Mepsercss BpEMEHEM MM CTOUMOCTBIO CPEACTB, HEOOXOAUMBIX
KPHUIITOAHATUTHKY [UIA IOJMYYEeHHA HCXOMHOH WH(pOpMAamuu Mo mudpoTexcry,
IIPU YCIIOBUH, YTO €MY HEM3BECTEH KITIOU.

CoXpaHHTh B CEKpETE MIMPOKO MCIOJIB3YyEMBIH AJITOPUTM MIM(POBAHUS MpaK-
THYECKH HEBO3MOXHO. [103TOMYy anroputMm HE HOMKEH MMETh CKPBITHIX CIa0BIX
MECT, KOTOPBIMU MOTJIH OBl BOCIIOJIB30BaThCA KPUNTOAHATUTHKY. Eci 310 ycno-
BHE BBINOJHSACTCS, TO KPUITOCTOWKOCTh IIH(pa ONpenessieTcsl MIMHON Kioda,
TaK KaKk €AMHCTBEHHBIH IyTh BCKPHITUS 3amn(poBaHHONW MHpOpManuu — mepe-
0op KOMOWHALMIA KITI0Ya M BBINOJHEHHUE alroputMma jaemudposanus. Takum 00-
pa3oM, BpeMs U Cpe/CTBa, 3aTpauMBaeMble Ha KPUITOAHAIN3, 3aBUCAT OT JUIMHBI
KJIFOYa U CJI0)KHOCTH JITOPUTMA MH(pOBaHusI.

B kauecTBe npuMepa yaa4HOro MeToa IH(POBAHUS MOKHO IPUBECTH IU(P
DES (Data Encryption Standard), npumensiemsrii B CIIIA ¢ 1978 rona B kadecTBe
TOCYAapCTBEHHOTO CTaHAAPTAa. AJITOPUTM IIU(PPOBAHHS HE SIBISICTCS CEKPETHBIM
u ObUI ONMyOJMKOBAaH B OTKPHITOW IEYaTH. 32 BCE BPEMs HCIOJIB30BAHUS 3TOTO
mmdpa He OBITO0 00HAPOZOBAHO HU OJHOTO CiTydas 0OHapy)KeHHUs CJIaObIX MECT B
aJropuTME MHU(pPOBAHNUS.

B kon1ie 70-X TOI0B HCITONB30BaHAE KITFOYA JTHHOM B 56 OUT rapaHTHPOBAIIO,
YTO JJIS PacKphITHA HIHdpa NoTpedyeTcss HECKOIBKO JIET HeNPEephIBHOM paboThI
CaMBIX MOIIHBIX 10 TeM BpeMeHaM KoMIbIoTepoB. IIporpecc B 00macT BbIYKC-
JUTETHHON TEXHUKU TO3BOJIMJI 3HAUUTENBHO COKPATUTh BpPEMs OINpeleNeHUs
KJIoYa IyTeM nonHoro nepebopa. CornacHo 3asiBICHUIO —CIICLHAIMCTOB
ArenrcrtBa HanuoHaibHON Oe3onacHoctd CIIIA, 56-OutHbIi kitou 11 DES mo-
KeT ObITh HalijieH MeHee ueM 3a 453 mHs ¢ ucnonb3oBanueM cynep>BM Cray
T3D, koropas umeer 1024 y3na u croutr 30 muH nou. Mcnonwsys unn FPGA
(Field Progammably Gate Array — nporpammupyemasl BEHTHJIbHAs MaTPHIIA)
cronmocThio 400 moi1., MoskHO BoccTaHOBUTEH 40-OmuTHEIN Kirou DES 3a 5 gacos.
[otparus 10000 mom. 3a 25 ummoB FPGA, 40-OMTHBIA KIF0Y MOXHO HAaWTH B
cpenneM 3a 12 muH. st BekpeiTHa 56-6utHOro Kitowa DES npu omnope Ha ce-
puiiHyT0 TexHoiorHIo U 3aTpaTtax B 300000 mom. TpebGyeTcs B cpenHeM 19 nHew, a
ecyu pa3paboTaTh CHeMalbHbIN uut, — TO 3 "aca. [Ipu 3atparax B 300 MiH J07.
56-0uTHBIC KJIFOYH MOT'YT OBbITh HaiimeHsl 3a 12 ¢. PacdeThl MMOKa3bIBAIOT, YTO B
HacTosIIee BpeMs A1 HaJIe)KHOTO 3aKPhITHS MHPOPMALIMH JIHHA KII0Ya JOJDKHA
661Th He MeHee 90 OuT.

CoBpemeHHasi kpuntorpadusi BKIIOYAET B ce0s YETHIPE OCHOBHBIE TPYIIITHI
KpuITorpaguyeckux MeTOJ0B 3aIIUTH MHDOpPMALHUU:
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— CHMMETPHUYHBIE KPUITOCHCTEMBI

— ACIMMETPUYHBIC KPUIITOCUCTEMBI (KPUIITOCHCTEMBI C OTKPBITHIM KITFOUOM);

— CHCTEMBI JJICKTPOHHOH NUGPOBOM TOIIHCH;

— yIpaBJiieHUE KIIOUaMHU.

B cummempuunvix xkpunmocucmemax s mudpoBaHUs W paciuudpoBaHUs
HCTIOJIL3YETCS] OJJUH U TOT XK€ K04 (PUCYHOK 3).

Kirou Kurou
OTKpHBITHIH l i [lepBonauanbHbIi
Iudporekct .
TEKCT OTKPBITBIH TEKCT
——» lludposanue » Pacumppoanne ——»>

Pucynok 3 — lIudppoBanue n pacmmdpoBaHue ¢ 0JHIM KIIOYOM

B acummempuunvix xpunmocucmemax WUCTONB3YIOTCS [jBa KII0Ya — OTKpPBI-
TBIf W CEKPETHBIH, KOTOPhIE MAaTEMaTHYECKH CBS3aHBI JIpYr ¢ Ipyrom (pucy-
HOK 4). Uapopmauus mwudpyercs ¢ MOMOIIBIO OTKPBITOTO KIFOY, KOTOPBIA I10-
CTYIEH BCEM JKEJIAIOIIUM, a paclIi(POBBIBAETCS C TIOMOIIBIO 3aKPBITOTO KIJIF0Ya,
N3BECTHOTO TOJIBKO TTOJTyIaTEII0 COOOLICHUS.

Kumiou Koy
3amuQpoBaHus pacumdpoBaHus
OTKpBITHIN IlepBoHavanbHbIM
p IudpoTtexct P .
TEKCT OTKPBITBII TEKCT
———»{ llludposanue Pacumdposanne ——»

Pucynok 4 — lludpposanue n pacmudpoBanue ¢ IByMs KIFOYaMU

Dnexmponnoil yu@posoii noOnuUCHI0 Ha3BIBACTCSI TPUCOCTUHEHHE K TEKCTY
€ro Kpunrorpapuueckoro npeodpa3soBaHms, KOTOPOE MO3BOJISIET MPH HOIyUCHUN
TEKCTa JPYTHUM II0JIb30BATENIeM MPOBEPUTH aBTOPCTBO M LEIOCTHOCTH COOOIIIe-
HUSL.

Ynpasnenue xnrouamu — 310 mpouecc cucteMsl 06paboTku HHYOPMAIMH, BHI-
pabaThIBalOMKA U PacHpeAeNAIOMUN KIIoUn (OTKPBITHIE M CEKPETHBIE) MEXAY
MIOJIb30BATEIIAMHU.

Jlayiee maHHBIE TPYIITHI METOJIOB OYIYyT PACCMOTPEHBI MOJIPOOHEE.

1.1.2 Creranorpagus

B otnmume oT APYrHMX METOJIOB KPUNTOTpaudecKoro mpeodpa3oBaHUS WH-
(dopmanmu, METOABI CTeraHOrpa)uM MO3BOJSIOT CKPBITh HE TOJIBKO CMBICT Xpa-
HSIIEHCs WK repeaaBaeMoi MHGOPMAIMK, HO M caM (aKT XpaHEeHHs WM nepe-
Jau¥ 3aKpBITOM MHpOpManuu. B KOMIBIOTEPHBIX CHCTEMax NPaKTHYECKOe HC-
I0JIb30BaHNE CTETaHOrpadMM TOJHKO HAYWHAETCS, HO NPOBE/ICHHBIE MCCIIEA0Ba-
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HUSI TIOKa3bIBAIOT €€ MEPCIEKTUBHOCTh. B OCHOBE BCeX METONOB cTeraHorpaduu
JISKUT MAaCKUPOBAaHUE 3aKPHITOH MH(OpMaLUK cpean OTKPHITHIX (aitnoB. Obpa-
00TKa MYJIBTUMEAUIHBIX (DAIJIOB B KOMIBIOTEPHBIX CHCTEMaX OTKpbIJIa MPaKTH-
YEeCKU HEOrpaHWYEHHbIE BO3MOXKHOCTH TIepe/] cTeraHorpagpuei.

CymiecTByeT HECKOJBKO METOMOB CKpBITOH mnepenauu mHdopmanuu. OxHUM
U3 HUX SBJSIETCSI IPOCTOI METO[| CKPHITHs (haiioB pu paboTe B ONeparioHHON
cucreme MS DOS. 3a TeKCTOBBIM OTKPBITHIM (haijioM 3alHMCBIBAETCS CKPBITHIN
JIBOWYHEIA (paiir, 00beM KOTOPOTO MHOTO MEHBIIIE TEKCTOBOTO (Qaiiina. B koHIe
TekcToBOTO (aitma momemaercs metka EOF (xomOmnamus kiasum Ctrl u Z).
[Ipu oOpamiernn K 3TOMY TeKCTOBOMY (airy cranmapTHeIMU cpeactBamu OC
CUHMTBIBAHME NpeKpamaercs mo poctikeHuto Metku EOF, u ckpbeITHI daiin
ocraeTcs HenocTyneH. J{ns IBOMYHBIX (paiiIoB HUKaKUX METOK B KOHIIE (haiina He
npeaycmotrpeHo. Konen takoro ¢aiina onpeznensercst nmpu o0padoTke aTpruOyTOB,
B KOTOPBIX XpaHUTCs JiuHa (haiina B Oaiitax. JlocTym K CKpbIToMy (haiiry MOXKeT
OBITh TIOJTy4eH, eciu (ailil OTKPHITh KaK IBOWYHBIA. CKPBITBIN (ailil MOXKET ObITh
3ammgpposan. Eciu KTo-TO ciiy4aifHO 0OHapy»XHT CKpBITHII (aitn, To 3amudpo-
BaHHasi MHpOpMaIys OyeT BOCIPUHATA Kak cOoil B paboTe CUCTEMBI.

I'padmueckast u 3BykoBasi HHPOpPMAUU NPEICTABISIOTCS B YUCIOBOM BHJE.
Tak, B rpaduuecknx o0beKTax HAUMEHBIIHH DJIEMEHT N300PaKEHUsI MOKET KO-
JIMPOBAThCSl OAHUM OaliToM. B mutaamme paspsiabl onpenesieHHbIX 0alToB M300-
PaKCHHUS B COOTBETCTBHH C JITOPUTMOM KPHITOTPA(UIECKOTO MPEe0Opa30oBaHUs
MIOMEIIAroTCsl OMTHI CKpbITOro (aitnma. Ecnm mpaBuibHO momoOpaTh anroputM
npeoOpa3oBaHus W W300pakeHWe, Ha ()OHE KOTOPOTO IOMENIAETCS CKPBITHIN
(aiin, TO 4eToBeUECKOMY TJa3y HPaKTHYECKH HEBO3MOXKHO OTIMYHTH ITOJIYUEH-
HOEe M300pakeHHe OT MCXOAHOro. OYeHb CJI0XKHO BBISIBUTH CKPBITYIO HH(pOpMa-
LIUIO ¥ C TIOMOUIBIO CIIENUANBHBIX TporpamMM. Hammydmum o6pazom i BHeApe-
HUSI CKPBITO MH(GOPMAIMU NOAXOAIT HW300paKEHHUsT MECTHOCTH: (DOTOCHUMKH CO
CIIyTHUKOB, CaMOJIeTOB | T. 1. C MOMOIIBIO CPEACTB CTeraHOrpad)ui MOT'YT Mac-
KHPOBAThCSl TEKCT, M300pakeHHe, peyb, HH(poBas MOAMNUCH, 3aindpoBaHHOE
cooOrieHne. KommiekcHoe UCIoib30BaHie cTeranorpaduy 1 muppoBaHUs MHO-
TOKPaTHO IOBBIMIAET CJIOXXHOCTh PELICHUs 3aJadi OOHAPYKEHHS M PacKpBITHS
KOH(UICHIIHATBHON WHPOPMAIIHH.

1.1.3 KopupoBanue nHpopmanuu

ConepxkanueM mpouecca KOAUPOBAHMS HHGOpMaNMH SBISETCA 3aMeHa
CMBICIIOBBIX KOHCTPYKIMH MCXOJHOW MH(OpMannu (CIOB, IPeUIOKEeHNH) Ko1a-
MH. B kadecTBe KOJOB MOT'YT HCIIOJB30BaThCsl coyeTaHHs OykB, nudp, OykB n
uudp. IIpu xogupoBaHun W 0OpaTHOM NPEOOPa30BAHMU HCIIONIB3YIOTCS CIICIH-
albHbIe TaONMMUBl WM cinoBapu. KoaupoBannme wnH(opMmanuu IenecooOpasHo
MIPUMEHATh B CHUCTEMaxX C OTPAaHWYECHHBIM HAOOPOM CMBICIIOBBIX KOHCTPYKIIHIA.
Takoif Bux kpunrorpaduyeckoro npeodpazoBaHus MPUMEHUM, HAIIpUIMeEp, B KO-



MaHJHBIX JIMHUAX aBTOMATH3WPOBAHHBIX CHCTEM ympaBieHus. Hemocratkamm
KOJIMpOBaHMs KOH(UAEHIMANEHONH MH(OPMALUHK SBISIETCS HEOOXOANMOCTD Xpa-
HEHUS U PAaCIpPOCTPaHEHHs] KOAMPOBOYHBIX TaOIHII, KOTOPBIE HEOOXOANMO YacTo
MEHSATh, YTOOBI M30€XaTh PACKPHITUSI KOJOB CTAaTUCTHMYECKUMH METOJaMu o0pa-
OOTKM IIepeXBaYCHHBIX COOOICHNH.

1.1.4 C:xxaTue nHpopmManumn

C:xatne nHpopmManmum MoxeT ObITH OTHECEHO K METOJaM KpuITorpaduue-
cKoro mnpeoOpazoBaHuss MHGOPMALMKH C ONpE/IeNIEHHBIMU OroBopkamu. llenbio
CKaTHsl SIBJIAETCS COKpalleHHe oObeMa MH(popmanuu. B To ke Bpemsi cxkaras
nH}opManus He MOXKET ObITh MPOYNTAHA WM UCIIONb30BaHa Oe3 00paTHOro mpe-
o0pa3oBaHus. YYHTBIBas JOCTYITHOCTH CPEICTB CIKATHA U 00paTHOro npeobdpaszo-
BaHUS, STH METOIbI HEJIb3s pacCMaTpPHBaTh KaK HAaJEe)KHBIC CPEACTBA KPUIITOrpa-
¢dugeckoro npeodpazoBanus nHGopmarmu. [Jaxe eciau qepKath B CEKpPeTe aro-
PHUTMBL, TO OHH MOTYT OBITH CPAaBHHUTEIBHO JIETKO PACKPBITHl CTATHCTUYECKUMHU
MeTtogamu o0paboTku. [loaTomy cxxatbie (aitnbl KOHOUACHINATHHON HHPOpMa-
LUK TO/BEPraloTcs nocieayromemy mudpoBanuto. s cokpamieHus: BpeMeHH
LiesIecoo0pa3Ho COBMEIATh POLEece cxKaTus U mudpoBaHus MHGOPMALUH.

B HEKOTOpBIX MCTOYHHMKAX cTeraHorpadus, KOOUPOBaHHE U CKaTHe HHPOP-
Malliu OTHOCATCS K OTpacisiM 3HaHWH, CMEXHBIX ¢ Kpunrorpaduel, HO He BXO-
JSIIIUX B HEe.

1.2 CumMeTpuYHbIE KPUNITOCHCTEMBI

1.2.1 TpaguumoHHbIe MeTOABI IH(POBAHNS

K TpanuiuoHHbIM (KJIaCCHYECKUM) MeTo1aM MIN(pPOBAHUSI OTHOCSTCS IU(PPBI
MIePECTaHOBKH, MM(PHI MPOCTOW M CIOXXKHOW 3aMEHBI, a TakKe HEKOTOpBIE HX
MonuduKanuu 1 koMOuHarmu. KomOnHanmy mupoB mepecTaHOBOK M MIH(PPOB
3aMeHbl 00pa3yloT Bce MHOT0OOpa3ue MPUMEHSEMBIX Ha MPAKTHKE CHMMETpUY-
HBIX OTUQPOB.

Mudpsl nepecranoBku. [Ipu mudpoBaHum nepecTaHOBKONH CUMBOJIBI IHA]-
PYEMOTO TeKCTa MEPECTABISIIOTCS 110 ONPeeICHHOMY IpaBHiLy B IIpeaeax Oyioka
storo tekcra. LIudpsl nepecTaHOBKY SIBISIOTCS CAMBIMU ITPOCTHIMU U, BEPOSITHO,
CaMbIMHU JIPeBHUMU MU (paMu.

Hlugpyrowue mabruyvl. B kadecTBe Kimoua B MUGPYIOIMHUX TaOIHMIIAX
HCTIONB3YIOTCS: pa3Mep TaONHUIBI, CIOBO WK (pasa, 3aJaroIne MepecTaHOBKY,
0COOEHHOCTH CTPYKTYPHI TaOJIHIIHL.

OIHMM U3 CaMbIX NPUMHUTHBHBIX TAOIUYHBIX HIH(POB IIEPECTAHOBKH SIBIISET-
Csl TPOCTasl NEepEeCTaHOBKA, Ui KOTOPOH KJIIOYOM CIY)KHUT pa3Mep TaOJIHIIbI.
Hanpumep, coobmenne B BEJIOPYCCKHI T'OCYIAPCTBEHHbBIN YHMU-
BEPCUTET TPAHCIIOPTA 3anuceiBaeTcss B TaONHIy MOOYEPETHO IO CTOIO-
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uaM. Pesynbrar 3anosiHeHus Tadauibl 13 6 cTpok u 8 cToNOIOB MoKa3aH HA pU-
cynke 5. [locne 3amoyHeHMs TaOMHIBI TEKCTOM COOOIICHHS MO CTONONAM JUis
(dhopMupoBaHus MUPPOTEKCTA CUUTHIBAIOT COACPIKUMOE TAOHUIIBI TIO CTPOKAM.

B vy r P H B E C
b C 0 C bl E T il
E C C T 71 p T 0
it K vy B vy C p p
0 u it E H u A T
P 71 A H u T H A

Pucynok 5 — 3anomHeHue cooOrieHus B Tabmuie u3 6 cTpok u 8 cTonbIoB

Ecnn mmdpoTekeT 3anmuchBaTh IpynnaMu IO BOCEMb OyKB, IOJIy4aeTcsl Ta-
koe wmpposanHoe coobmenne: BYITPHBEC BCOCBIETII ECCTUPTO
JIKYBYCPP OMJIEHUAT PUAHUTHA.

EcrecTBeHHO, OTIpaBUTENh W MONydYaTeldb COOOLICHHS [OJDKHBI 3apaHee
YCIOBUThCS 00 00IIeM KITF0Ye B BUE pa3mepa Tadmuibl. ClieayeT 3aMeTUTh, 4TO
oObeauHeHne OykB MIM(PPOTEKCTa B 8-OyKBEHHBIE T'PYMIIBI HE BXOAUT B KIIHOY
mmgpa U OCYIIECTBISIETCS JUIl ynoOCTBA 3allMCH HECMBICIOBOIO Tekcrta. [Ipu
pacuppoBaHUM ASHCTBUS BBIOJIHSIIOT B 00OPaTHOM MOPSIZIKE.

Heckombko Oosbllieli  CTOHKOCTBIO K  PACKPBITHIO  00JafacT METO.
i poBaHus, Ha3bIBAEMBIH 0OUHOUHOU NEPecmAaHO8Kol TI0 KII0Uy. DTOT METO/
OTJIIMYAeTCA OT MPEABIAYIIETO TE€M, YTO CTOJNOIBI TaOIHMIBI TIEPECTABISIOTCS IO
KIIFOUYEBOMY CJIOBY, (pase WiH HabOpy dYHCeNl IMHOH B CTPOKY TaOJIHIIBL
[Ipumenum B kadecTBe Kitoya, Hamnpumep, cinoBo AJITOPUTM, a Ttekcr
cooOIIeHns1 BO3bMEM W3 Npeablaymiero npuMepa. Ha pucyHke 6 mokaszaHsel aBe
TaOIMIBI, 3aIIOJTHEHHbIE TEKCTOM COOOUIEHUS M KJIIOYEBBIM CIIOBOM, IIPH 3TOM
JieBasi TabJIMIA COOTBETCTBYET 3alOJHEHUIO /10 IEPECTAHOBKH, a MpaBasi — Iocie
MepECTaHOBKH.

Ala|rlolp|ult|™M [Alr|ulalmo|p|T
1|4(2|6][7[3]8]5 1|2{3[4|5|6]|7]|8
Bl V|| P|H|B|E|C B|r|B|VY|C|P|H|E
Bl clo|lc|bl E|T| I Bl|O|E|c|m|c|[bl T
E|lc|c|T|ufp|T|O Elc|p|clo|lT|HulT
J| k| v B|v|c|P|P al vl c[k|pr| Bl Y|P
olu| gl E| Hl u| A| T o| n| ul u| T| E| H| A
Pl Ul Al H| 1| T| H| A P|A| T| U| A| H| U| H

Jlo nepectaHoBKH [Tocne nepectaHOBKU

PucyHok 6 — TaGuuiibl, 3aM0THEHHBIE KITIOUYEBBIM
CJIOBOM M TEKCTOM COOOIIEHMS



B BepxHell cTpoke JIeBOUM TaOMWIBI 3allMcaH KIIIOY, a HOMepa Imoj OyKBamH
KII0Ya  OHpeJeNeHsl B COOTBETCTBHM C  €CTECTBEHHBIM  IOPSIKOM
COOTBETCTBYIOIINX OYKB Kitoua B andasure. Ecin Obl B KiII0YE BCTPETHIHMCH
OJIMHAKOBbIe OYKBBI, OHM ObUIM OBl POHYMEPOBaHBI ClieBa HampaBo. B mpaBoii
TabaMLEe CTOIOIBI IEPECTaBICHbl B COOTBETCTBHH C YIIOPSA0UCHHBIMI HOMEPaMH
OykB kitoua. IIpy cUMTHIBAaHUM CONEPKUMOTO TPaBoil TaONHUIBI MO CTPOKaM M
3amucu MUQPOTEKCTa TPyNIaMyd IO BOCEMb OyKB NONyYyuM HIM(poBaHHOE
coobmenne: BIBYCPHE  BOECCIICBIT  ECPCOTUT  JIYCKPBYP
OJIUUTEHA PATUAHVH.

Jnst obecrieueHus TOMOIHUTENBHON CKPBITHOCTH MOXKHO TIOBTOPHO 3arudpo-
BaTh COOOIICHUE, KOTOpoe yke Obuto 3ammdpoBano. Takod Meron mmdpoBaHUS
Ha3BIBACTCS OBOUHOU nepecmaroskoli. B ciydae MBOWHON NepeCcTaHOBKH CTOIOIOB
U CTPOK TaOJHIBI MEPECTAHOBKU OINPEACIIIOTCS OTACNBHO UIS CTOJNOLOB M IS
ctpok. CHayana B TaOJIUILy 3aIMCHIBACTCS TEKCT COOOIIEHUST IO CTOJOIaM, a TMo-
TOM TIOOYEpPETHO TEPECTaBISIFOTCS CTOJIOLBI, a 3aTeM cTpoku. [Ipu pacumdpora-
HUH TIOPSIIOK TIEPECTAaHOBOK JIOJDKEH OBbITh 00paTHBIM. [Ipumep BbimonHeHUs mn Q-
pOBaHMS METOJIOM JIBOMHOI MepecTaHOBKH MTOKA3aH Ha PUCYHKeE 7.

Ecnu cunteiBaTh mMQPOTEKCT U3 MpaBOM TaOJIHUIBI OCTPOYHO OJIOKaMHU IO
BoceMb OykB, TO momyuntcs cienyiomee: CUOKYWUI'C PUTCPTET BEPBC-
JIOY IPBAHCTE HUMBIEYHB ACPHATIOT.

Ala|lr|o|lp|lult(m Alr|ulialmolp|T

114(2[6]7]3]|8]5 1|12[3|4|5[6|7]|8
3/3[B|B|E|J|O|P|Y|C Al1|clulo|k|v|ulr|c
All|lc|lk|lululrjojcly El2|P|U|T|C|P|T|E|T
|4 x|l A|P|C|[T|B|E|H 3/3|B|E|P|B|C|J|O|Y
P|5| H| bl 11| V| H| U| B| E | 4| ol p|B| A H|C| T|E
El2|P|c|u| T|E|T|T|P P|5|H| 1| u| b E| Y| H| B
T|6| Al H|C|IO|O|P|T|A T|6|A|C|P|H|AlOlO|T

Jlo BTOpOI1 epecTaHOBKH [Tocne BTOpOIt NepecTaHOBKU

Pucynok 7 — IlIndpoBaHue METOAOM ABOIHOI MEpeCTaHOBKU

Kirouom k 1mmgpy IBOIHOM mepecTaHOBKH Ciayxar aBa ciosa: AJITOPUTM
u 3AIIPET. Bropas nepecTaHOBKa OCYIIECTBISETCS ¢ TAOMUIEH U3 TpeabIayIe-
ro IpuMepa.

Uncno BapuaHTOB JABOHHOM IEPECTAaHOBKHM OBICTPO BO3pacTaeT IpH
YBEJIMYCHUH pa3Mepa Tabauibl: st Tabauipl 3X3 — 36 BapUaHTOB, 1T TAOIHIIBI
4x4 — 576 BapuaHTOB, s Tabmubl 5X5 — 14400 BapuanToB. OgHAKO MBOMHAS
MIEPEeCTAaHOBKA HE OTIMYACTCS BBICOKOH CTOMKOCTBIO M CPAaBHUTEIHHO IIPOCTO
"B371aMbIBaeTCs" IPH JTI000M pazmepe TaOuuubl muppOoBaHuUs.

HIndpsr npocroii 3amensl. Ilpyn mmdppoBanun 3aMeHON (I10JCTAHOBKOK)
CHUMBOJIBI IIH(PYEMOTo TeKcTa 3aMEHSIOTCSI CUMBOJIAMHU TOTO K€ WJIN JPYroro
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andaBuTa ¢ 3apaHee yCTAHOBICHHBIM IMIPAaBUIIOM 3aMeHbl. B mmdpe npocroii 3a-
MEHBI Ka)XIblli CUMBOJI MCXOJHOTO TEKCTa 3aMEHSETCS] CHMBOJIAMH TOTO XKe all-
(aBuTa 10 OJHOMY IpaBHIY Ha BCEM IMPOTSHKEHUH TekcTa. Yacto mudpsl mpo-
CTOI 3aMeHBI Ha3bIBAIOT IU(paMy OZHOAT()ABUTHOMN 1TOICTAHOBKH.

Cucmema wugposanus Lesaps. 1llndp Llesaps gBIseTCS YaCTHBIM CIIydaeM
mudpa npocToi 3ameHsl (0 HOoaN(paBUTHOH noacTaHoBKH). CBOe Ha3BaHUE 3TOT
mudp NOIyYUI O UMEHH puMcKoro umrepatopa [as FOmus Llesaps, koTopsiii
HCTIONB30BA 3TOT IHU(P MPH HEPEIHCKE.

ITpn mmdpoBaHnM NCXOTHOTO TEKCTa Kakaas OyKBa 3aMEHsUIach Ha APYTYIO
OykBy TOro k¢ andaBuTa MO CIEAYIOMEMY IIPaBIIy. 3aMeHsAomas OykBa
OTIpeIeNsIach MyTeM CMEIIEHHS M0 alaBuTy M OT MCXOIHON OYKBbHI Ha K OYKB.
ITpn moctmkeHNMM KoHOA anaBUTa BBITOJIHSIICS LUKINYESCKHH MEPEXOf K €ro
Havarny. Lle3aps Wcnonp30Bai JTATHHCKUH andaButT M = 26 u mudp 3aMeHBl IpU
cmernennu K = 3. Tako# mmdp 3aMeHbl MOXKHO 3a1aTh TabIHIEH MOACTAHOBOK,
coJieprKallleil COOTBETCTBYIOIINE NMapbl OYKB OTKPBITOTO TEKCTa U MIM(POTEKCTA.
COBOKYITHOCTh BO3MOYHBIX IMOJICTAHOBOK J1si K = 3 moka3zana B Tabnuie 1.

Tabnuya 1 — OnnoandasutHbie noacranoBku (K = 3, m = 26)
A->D | E->H l—>L M—>P | QT | U>X | Y>B
B—>E F—l JoM | N>Q | R>U | VoY | Z>C
Co>F G->J | KoN| O->R | SV | WZ
D>G|H->K | L->O P>S | To>W | XA

Hampumep, uzBectHoe mocnanue llezapss VENI VIDI VICI (B nmepeBone Ha
pycckuit  o3Hauaer "[lpmmen, yBumen, mobemmn"') BREITIAAENO OBl B
sammdposanHoM Buae Tak: YHQL YLGL YLFL.

Cucrema mm¢posanus Llesapst obpasyer, 1o cymiecTBy, ceMeHCcTBO OHOA-
(GaBUTHBIX TOJACTAHOBOK JUIsi BHIOMpaeMbIX 3HaueHHM Kiroya K, mpuuem
0 <k<m. JlocrourctBoM cucTeMbl mmdpoBanus Llesaps sBIsieTcs TPOCTOTA
mm¢posanus u pactmmdposanust. K Henocratkam cuctemsl Lle3apst MoXXHO OTHe-
CTH clletyroniee:

— IIOJICTAHOBKH, BBINOJIHSEMbIE B COOTBETCTBUU C cucTemoi Lle3aps, He mac-
KHAPYIOT 4acTOT HOSBJICHHS PA3IMYHBIX OYKB HCXO/HOI'O OTKPBITOTO TEKCTa;

— coxpaHsiercd an(aBUTHBIA HOPSIOK B IMOCIEIOBATEIBHOCTH 3aMEHSIONINX
OyKB; IPU W3MEHCHUH 3HAYCHUS K M3MEHSFOTCS TONBKO HAYAIBHBIC MO3HIIHH Ta-
KOM MOCJIEIOBATEILHOCTH;

— YHCIIO0 BO3MOXHBIX Kifoueit K mao;

—mmdp Lle3apst 1erko BCKPBHIBAETCS HA OCHOBE aHAIM3a YacTOT IOSIBICHUS
OyKB B MIN(pPOTEKCTE.

Kpunroananutudeckass ataka NPOTHB CHCTEMBI OJHOAN()aBUTHOWH 3aMEHBI
HAYMHAETCS C MOJACYETa YaCTOT MOSABICHUS CUMBOJIOB: OMpPEAENAeTCS YUCIO IO-
SIBJICHUH Kakmoil OykBbl B mH@poTEeKcTe. 3aTeM IOIy4eHHOE paclpeieeHue
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4acTOT OYKB B IMIU(PPOTEKCTE CPABHHUBACTCS C pacIpeleieHHeM 4acToT OYKB B
anaBUTe UCXOMHBIX COOOIICHMI. BykBa ¢ HaWBBICHICH YaCTOTOMN MOSIBICHHS B
mdpoTeKcTe 3aMeHsIeTCsl Ha OYKBY C HAUBBICIICH 4acTOTOM MOsABICHUA B anda-
BUTC U T. I. BepOATHOCTh YCHENIHOTO BCKPBITUS CHUCTEMBI MIH(POBAHUSA MOBBI-
LIaeTcsl ¢ yBEJIMYCHUEM JUIMHBI mnppoTekcTa. BMecte ¢ TeM mien, 3aoKeHHbIe
B cucteme mm¢ppoBanus llesaps, okazannuch BecbMa IIOJOTBOPHBIMH, O YeM
CBUJICTENILCTBYIOT UX MHOTOYHCIICHHBIC MOIM(DHUKALINY.

Apgunnas cucmema nodcmarnogox Llezaps. B manHOM mnpeoOpa3zoBaHHUU
OykBa, COOTBETCTBYIOIIas YHCIy I, 3aMeHseTcsS Ha OYKBY, COOTBETCTBYIOIIYIO
YHUCIOBOMY 3HaueHuio (at + b) mo mMomysto m. Takoe peoOpasoBaHue SBISICTCSI
B3aHMHO OJHO3HAYHBIM OTOOpakeHHWEM Ha andaBuTe TOTAa W TOJBKO TOT/A,
koraa HOJI (a, m) — HanGobIimit 00K eTUTENb YUCeT & U M paBeH eIUHUIIE,
T. €. €CIIM & ¥ M — B3aMHO NPOCTHIC YUCIIA.

Hanpumep, Bozemem m = 26, a = 3, b = 5. Toraa, oueBunno, HOJI (3,26) =1,
U MBI TIOJy49aeM COOTBETCTBHE MEXIY YHCIOBHIMH KomaMu OykB. [IpeoOpazys
gricaa B OyKBBI aHTJIIMHCKOTO S3BIKA, IOJTYYaeM COOTBETCTBHE JUII OYKB OTKPBITO-
ro tekcta (A) u mudporekcra (B) (Tabmura 2).

Tabruya 2 — CooTBEeTCTBHE MKy CHMBOJIAMHU OTKPBITOI'0 TEKCTA H IIH(POTEKCTA

A t 3t+5 B A t 3t+5 B A t 3t+5 B
A 0 5 F J 9 6 G S 18 7 H
B 1 8 | K 10 9 J T 19 10 K
C 2 11 L L 11 12 M U 20 13 N
D 3 14 0 M 12 15 P \ 21 16 Q
E 4 17 R N 13 18 S w 22 19 T
F 5 20 U 0 14 21 \ X 23 22 W
G 6 23 X P 15 24 Y Y 24 25 Z
H 7 0 A Q 16 1 B Z 25 2 C
| 8 3 D R 17 4 E

HUcxonnoe coodbmenne HOPE mpeobpasyercs B mudporeket AVYR.

HocrouncTBoM ad(UHHON CHCTEMBI SBJSETCS YA00HOE yIpaBlieHHE Kirova-
MU KIIOYM MKGPOBaHUS M Jem(poBaHHs NPEACTABISIOTCS B KOMIAKTHOM
¢dopme B Buze napsl yncen (@, b). Hegocratku adh(huHHON CHCTEMBI aHATIOTHYHBI
HemocTaTkaM cucteMbl mudpoBanus Lezaps. Ha mpakTtuke addurHas cucrema
HCIIOIb30BaJIaCh HECKOJIBKO BEKOB Haza/l.

HIndpor cnoxkuoii 3amenbl. LIudpsl cioxHOW 3aMeHBl Ha3BIBAIOT MHO-
roan(aBUTHBIMY, TaK KaK JUISI IUGPOBAHUS KaXKJOTO CHMBOJIA UCXOIHOTO CO00-
IICHUS TPUMEHSIOT CBOW mmdp MpocToil 3aMeHbl. MHoroangpaBUTHAs TOJICTa-
HOBKA ITOCIICIOBAaTEIHbHO U IMKINYECKHA MCHSET UCIONIb3yeMble andaBuThl. [Ipu
r-anaBUTHOMN MOJCTAHOBKE CHMBOJ Xg HCXOJHOTO COOOIIEHHS 3aMEHSETCS CHM-
BOJIOM Yo u3 andasura By, cuMBON X; — cuMBOJIOM Y; U3 andasuta By, u 1. 1.;
CHUMBOJI X, 1 3aMEHSIETCSI CUMBOJIOM Y, 1 u3 andasura B, ; , cumBoI X; 3aMeHseTcs
CHMBOJIOM Y, cHOBa W3 andasuta By, n 1. 1. O0mas cxema MHOTOAN(PABUTHON
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MMOACTAHOBKM AJIA cliyvas I = 4 mokasaHa Ha PUCYHKC 8.

3(1)(1)CKT HCIIOJIb30BaHUA MHOFO&J’I(IJaBPITHOfI IIOJACTAHOBKH 3aKJIFOYacCTCsa B
TOM, 4YTO obecreynBaeTCst MaCKHUpPOBKa €CTECTBEHHOM CTAaTUCTUKU HCXOJTHOIO
S3bIKA, TaK KakK KOHerTHLIﬁ CHUMBOJI U3 HUCXOJHOI'O aﬂ(l)aBI/ITa A MoxkeT OBITh
Hpeo6pa3OBaH B HCCKOJIBKO pPa3JIMYHBIX CHUMBOJIOB HII/I(l)pOBaJ'ILHI)IX aﬂ(l)aBI/ITOB
Bj. Crenennr obecreuynBaeMon 3alIATBI TCOPETUUCCKU MPONOPIUOHAJIbHA JJIUHE
nepuoaa I B mocCiea0BaTCIIbHOCTU UCIIOIb3YEMbIX aJ'I(l)aBI/ITOB Bj.

BxoaHoit cuMBOJI Xo X1 Xo X3 Xq Xsg Xs X7 Xg Xg
AndaBuT MOJICTAHOBKU Bo | By | B, | B3 [ By | By [ B, | B3 | By | By

Pucynok 8 — Cxema r-angaBUTHOH IOJCTAaHOBKH JUIs cIydast I = 4

Cucrema mmu¢ppoBanusi Buxunepa. Cucrtema BiknHepa momoOHa Takoin
cucreme mmdposanus lle3aps, y KOTOpOH KITIOY IOJICTAaHOBKH MEHSETCS OT
OykBbl K OykBe. OTOT mudpp MHOroan(aBUTHOH 3aMEHBI MOXHO OITHCATh
TabnmuIel muQpoBaHus, Ha3biBaeMoi Tabmurel (kBagpatom) Bmxuuepa. Ha
pucynkax 9 u 10 moka3zanbl Tabnuiel BiokuHepa 111 PYCCKOTO M aHTIIMHCKOTO
anaBUTOB COOTBETCTBEHHO. Tabmuia BmkuHepa wucnonb3yercs Kak s
g poBaHusl, Tak U 1uis pacmudpoanus. OHa UMeEET JBa BXOJa:

— BEPXHIOI0 CTPOKY MOJYEPKHYTHIX CHMBOJIOB, HCIIOJIB3YEMYIO ISl CUUTHIBA-
HUS 04epeHON OYKBBI HCXOJHOTO OTKPBITOTO TEKCTA;

— KpaifHu# JIeBBIN CTOJIORT KITFOYa.

IMocnenoBatenpHOCTD KIIIOYEH OOBIMHO IMOTYYAIOT W3 YHCIOBBIX 3HAUYCHHH
OyKB KJIIOYEBOTO cioBa. [Ipum mmdpoBaHWM MCXOAHOTO COOOIIEHHS €ro
BBIITUCHIBAIOT B CTPOKY, @ ITOJ] HUM 3aHCHIBAIOT KJIIOYEBOE CIIOBO (MM (pazy).

Ecnu xurou okazancsi Kopode cOOOLICHNs, TO €ro HUKINYECKH HOBTOPSIOT. B
npornecce MU(GPOBaHHUS HAXOAAT B BEPXHEH CTPOKE TAOJHUIIBI OYEPEAHYI0 OYKBY
HCXOJIHOTO TEKCTa U B JIEBOM CTOJIOLIE OuepeaHoe 3HadeHue kiroua. OuepenHas
OykBa INHU(QPOTEKCTa HAXOJMUTCS Ha IEPECCYCHUH CTOJIOLA, OMNpEIesIieMOro
g pyemoii OyKBOIi, M CTPOKH, OTIPEEIISIeMON YUCIOBBIM 3HAYCHUEM KITIOYa.
PaccmoTpuM npumep HodydeHUs mMuppPOTeKcTa ¢ IMOMOIIBI0 TabmuIp!l BrokuHe-
pa. Ilycts BeiOpano kimoueBoe ciioBo TPAHCIIOPT. Heobxonumo 3amudposars
coobmenne CEI'OJHS B ILIECTD. Bemmmem ucxomHoe cooOmeHHE B CTPOKY U
3aIMIIeM I10]] HUM KIIFOUEBOE CJIOBO C MOBTOpEHHEM. B TpeTpio cTpoky Oynem
BBINTUCHIBATh OyKBBI MIH(POTEKCTa, onpeaensemMble u3 Tabnuipl Bikunepa (pu-
cyHOK 11).

OnnopasoBsie muppsl. [loutn Bce npuMeHseMble Ha PaKTHKE MIMQPHI Xa-
PaKTEepU3YIOTCS KaK yCIOBHO HaJeKHbIE, TOCKOJIBKY OHH MOTYT OBITh B MPUHIIK-
1€ PacKPHITHl MIPY HAJHMYUN HEOTPAHNUEHHBIX BBIYHCIUTEIHHBIX BO3MOXKHOCTEH.
AOGCOMOTHO HAAEXKHBIE IMH(QPBI HETMB3s Pa3pyIINTh Ja)Xe MPH HCHOIH30BAHUU
HEOTPaHMYEHHBIX BEIYUCIUTEIBHBIX BO3MOKHOCTEH. CyIIeCTBYeT eMHCTBEHHBII
Takoi mmdp, MpUMEHseMbIil Ha TMpakTHKe, — OJHOPa30Bas cHcTeMa mmdpoBa-
HUS. XapaKTepHON 0COOEHHOCTBHIO OJHOPA30BON CHCTEMBI IIN(POBAHUS SBIISCT-
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CA OTHOPA30BOEC MCIOJB30BAHUC KITFOYCBOU MOCICAOBATCIBHOCTH.

Pucynok 9 — Tabnuiia Bukunepa i pycckoro andasura

i TEHUCTBUTEIHLHO

OroT mmdp abCoMOTHO HamexeH, ecin Habop kimoued K
cilydyaeH W HempejckazyeM. Eciu KpUNTOAHAIUTHUK TOIBITAETCS HCIOJIb30BaTh

JJIA 3aJaHHOT'O IHI/I(prTCKCTa BCC€ BO3MOXXHBIC Ha60p51 KJII0YeH M BOCCTAaHOBUTH

BCC€ BO3MOIXKHBIC BAPUAHTBI HCXOJAHOI'O TEKCTA, TO OHU BCE OKAXKYTCA PaBHOBEPO-

aTHeIMH. He cymecTByeT crioco0a BEIOpaTh HCXOMIHBIM TEKCT, KOTOPBIH OB 1ei-

CTBUTCJIBHO ITIOCJIaH. TeOpeTI/I‘IGCKI/I JAO0Ka3aHO, YTO OJHOPA30BLIC CUCTEMBI SABJIA-

I0TCS. HeACMN(PHUPYEMBIMU CHCTEMAMH, MOCKOJBbKY MX IIH(POTEKCT HE coaep-

KUT JOCTAaTOYHOM HUH!

(1)0pMaL[I/II/I JUTA BOCCTAHOBJICHUSI OTKPBITOT'O TEKCTA.
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Pucynok 11 — Ipumep mmppoBaHust COOOIICHHUS C ITOMOIIBIO

Tabnuisl BiknHepa

BosmoxxnoCcTH NPUMCHCHUA O,HHOpaBOBOﬁ CHUCTEMbI OI'paHUYCHbI YUCTO IpaK-
TUYCCKUMH aCIICKTaMMU. CyI_HCCTBCHHI)IM MOMCHTOM SABJISICTCSA Tpe6OBaHI/Ie OdHO-

Kimroue-

OIIEHMS, JOJDKHA

nepeaaBaTbCs MOJIYy4aTeIIrO COO6III€HI/I$I 3apaHee WK OTACIIBHO IO HEKOTOPOMY

Pa3oBOro MCHOJb30BaHUA cnyqaﬁﬂon KIIFOYCBOM ITOCJICIOBATCIIBHOCTH.

Basg MOCICAOBATCIBHOCTh C AJIMHOM, HC MCHBIIICH IJIMHBI COO

cexpeTHOMY KaHaiy. Takoe TpeOoBaHNE MPAKTHUECKH CII0KHO OCYIIECTBUMO IS

COBPEMEHHBIX CUCTEM 00padOTKH MHPOpPMAIHH, I'/ie TpedyeTcs MuppoBaTh MHO-

TUC MHUJIJIMOHBI CUMBOJIOB, OTHAKO B 000CHOBaHHBIX ClIydasx MoCTPOCHUEC CUCTEM

C OJHOPAa30BbIMU HII/I(l)paMI/I SIBJISIETCS Hanbouiee IIGJ'ICCOO6pa3HBIM.
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Hcroprdecku pa3nndaroT mu@paTophl ¢ BHEITHEH ¥ BHYTpEHHEH raMmmMamMu. B
mugpaTopax ¢ BHEIIHEH raMMOW B KadecTBE KIIOYa HCIIOJB3YeTCs ClydaiiHas
MOCTIEI0BATENbHOCTE OJHOKPAaTHOTO HCIOJIB30BaHUs, UIMHA KOTOpPOW paBHa
JHe g pyeMoro cooduienus. B mudparopax ¢ BHyTpeHHEH raMMoi B Kade-
CTBE KJIIOYa MPHUMEHSAETCd MHOTOKPAaTHO HCHOJb3yeMas ciydaifHas HOclefoBa-
TEJIFHOCTh JUIMHOM, MHOTO MEHBIIEH JUIMHBI MH(PPYEeMOro TEKCTa, Ha OCHOBE
Kotopoii popmupyercst ramma mudpa. Hludparopsl ¢ BHyTpeHHE# raMMoid, T. e.
obnamaromye CBOMCTBOM IMPAaKTHYECKOH CTOWKOCTH, B HACTOSIIEE BPEMs SIBIISI-
IOTCS TIPEe0OIIaIaloMMH TP TOCTPOCHUH CUCTEM mudpoBaHHON cBs3U. OCHOB-
HBIM MX JOCTOMHCTBOM SIBISIETCS NMPOCTOTA B YIPABICHHWU KIIIOYAMH, T. €. UX 3a-
TOTOBKA, pAcIpelesieHHe, NOCTaBKa M YHUUYTOXKEHHE. J[aHHOe MpEenMyIIeCTBO
MIO3BOJISIET HA OCHOBE HMM(PATOPOB C BHYTPECHHEH raMMOW CO34aBaTh CHUCTEMBI
mH(pPOBAHHOMN CBSI3M NMPAKTUYECKH JIFOOBIX Pa3MEpoB, HE OIPaHWYMBAsl MX T€O-
rpaduio 1 KOJIMIECTBO AOOHCHTOB.

CoBpeMeHHOE pa3BUTHE MH(DOPMAITMOHHBIX TEXHOJIOTHH MO3BOJSCT KOHICH-
TPUPOBATh 3HAYUTEIBHOE KOJMYECTBO MH(POPMAIMU Ha (PU3NYECKHX HOCHTEISX
HeOOJIBLIOT0 pa3Mepa, YTo TaKkKe 00YCIOBIUBACT MPAKTUYECKYIO IPUMEHUMOCTh
JTAHHOTO IOJIX0/1a.

3ajaya MocTpoeHHs CUCTEMBI IHU(POBAHHOM CBSI3U HA OCHOBE 1K (PaTOpoB ¢
BHEIIIHEN raMMOI MOKET MIMETh HECKOJIBKO IMOAX0J0B K ee pemenno. Hanpumep,
UCXOJSl U3 YCTAHOBJICHHOTO I'PaHWYHOTO 3HAUCHUS 00beMa KIIF0UEBOT0 JOKYMEH-
Ta, OTPEEISIOTCS ONTHMAILHOE KOIMYECTBO aDOHEHTOB CUCTEMBI M JIOIyCTUMAs
Harpy3ka. C Ipyroi cTOpoHbI, MOXHO, HCXO[s U3 TpeOyeMoro KonmdecTsa ado-
HEHTOB M HAarpy3KM Ha HUX, PacCUMTaTh HEOOXOIUMBIH 00BbEM KIIFOUEBOTO JOKY-
MEHTa.

Iudposanne MeronoM rammupoBanus. [lon eavmmuposanuem TOHUMAIOT
MPOLIECC HAJIOKEHHsI MO ONPEAEICHHOMY 3aKOHY raMMbl HIM(pa Ha OTKPBIThIE
naHHble. [ amma wugpa — 3TO TICEeBAOCTyYaifHas MOCIe0BATEIbHOCTh, BEIPA0O-
TaHHas 10 33JaHHOMY aJITOPUTMY JJIS IIM(POBAHUSA OTKPHITHIX JAHHBIX U pac-
i pOBaHUS PUHSTHIX JAHHbBIX.

IMpomecc mmdpoBanus 3akiroyaeTcss B TEHEpalMu TamMMbl mmppa u
HaJIOXKEHUH TOJYYeHHOW TaMMbl Ha WCXOJHBIM OTKPBHITBIA TEKCT 0OpaTHMBIM
00pazoM, HanpuMep, C UCTIOJIL30BAHMEM OTEPALIUH CIIOKEHUS 110 MOJYIIIO 2.

INepen mmdpoBaHreM OTKPHITHIC JTaHHBIE Pa30HWBAIOT Ha OJIOKM OJMHAKOBOM
JUTMHBL, 00BbIYHO 110 64 Outa. ["amma mmdpa BelpabaTbiBacTCsl B BUIE MOCIIEI0BA-
TEJILHOCTH aHAJIOTMYHOM JutnHBL. [Iponece pacmmppoBaHus CBOAUTCS K MTOBTOP-
HOW TeHepaIuy raMMBbI IH(pa ¥ HAIOKEHHUIO 3TOH TaMMBI Ha IPUHATHIC TaHHBIE.

[Tomy4yaeMbrif 3THM METOJOM MIM(POTEKCT JOCTATOYHO TPYIACH I PACKPHI-
TUs, TIOCKOJIBKY TCHEPh KIIKOY ABIACTCA NEPEMCHHBIM. Ilo CyTHu J¢cjia, ramma
mudpa JAODKHA U3MEHSTHCS CIydalHbIM 00pa3oM i KaKIoro ImmdpyemMoro
6moka. Ecnu meprmox raMMbl IpeBBIIAET JIMHY BCETO HIM(PyeMoro TeKCTa U
3JI0YMBIIIJICHHUKY HEU3BECTHA HHUKAaKash 4acTb HCXOJHOIO TEKCTa, TO TaKOH
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mdp MOXKHO PAacKPBITH TOJIBKO MPSAMBIM IepebopoM BceX BapHaHTOB Kimoda. B
9TOM CITy4ae KPUITOCTONKOCTH MH(pa onpeenseTcs JITNHON KITroYa.

1.2.2 CoBpeMeHHbIe CHMMETPUYHBIE KPUIITOCHCTEMBI

Amepukanckuii crangapt mudposanus ganaeix DES. Crangapt mmudpo-
Banus nanHblXx DES (Data Encryption Standard) omy6sukosan B 1977 r. Hauno-
HanbHBIM Oropo cranaaptoB CLIA. OH npenHasHaueH JUIsl 3alIMTHI OT HECAHKIHU-
OHUPOBAHHOT'O JIOCTyNa K Ba)KHOM, HO HE CEKPETHOH MH(pOpPMAaLMM B rocyaap-
CTBEHHBIX 1 KOMMep4eckux opranuzanusax CILIA.

OcHoBHBIE fOcTOMHCTBa anropurma DES:

— MICIIOJIB3YETCS TOJBKO OJIMH KIIIOY JJIMHOU 56 OUT;

— OTHOCHTEIFHAS TIPOCTOTA AITOPHTMA 00ECIIEINBACT BEHICOKYIO CKOPOCTH 00-
paboTkw;

— IOCTaTOYHO BBICOKAsI CTOMKOCTH aNTOPHTMA.

Anroputm DES ocHOBaH Ha KOMOMHHPOBaHHH METOIOB ITOJICTAHOBKU U IIe-
PECTaHOBKH M COCTOHUT W3 YEPEAYIOUICHCS IMMOCIEIOBATEILHOCTH OJIOKOB IIepe-
cTaHOBKH M mojactaHoBku. DES ocymectBisiet mudpopanue 64-0UTOBBIX OJI0KOB
JAHHBIX C MOMOIIBI0 64-0UTOBOTO KITt0Ya, B KOTOPOM 3HAYaIllMMHU SBISIOTCA 56
6uT (ocTanbHbIe 8 OUT — MPOBEPOYHBIC OMTHI JJI KOHTPOJISI HAa YETHOCTH). Pac-
umgposanue B DES sBnsiercs: onepauueii, o0paTHoi mindpoBaHUIo, U BBIOIHS-
eTCsl IyTeM TOBTOPEHHMs Oonepanuii mudpoBaHus B 00paTHON MOCIIEA0BATEIBHO-
ctu. O6o0IEeHHas cxeMa mpoliecca mudposanus B anroputme DES nokaszana Ha
pucyske 12.

OTKpBITBIH TEKCT

v

Hauvanbnast nepectaHOBKa

v

16 pa3 Iudposanue — Koy

v

Koneunast nepectanoBka

v

Iudporexcr

Pucynok 12 — O6o01eHHas cxema mmgpposanus B anropurme DES

[pomecc mudpoBaHus 3aKIOYAETCSI B HAYAIBLHON IMEpeCTaHOBKE OWTOB
64-6utoBoro OnOKa, MIECTHAAIATH MHUKJIaX MIU(GPOBAHUS U, HAKOHEN, B KO-
HEYHO nepectanoBke 0uTOB. ClienyeT cpa3y OTMETHTB, YTO BCE MPUBOIUMEIS
TaOTUIBl SBISIOTCS CTAHIAPTHBIMH W JOJDKHBI BKIIOUYATHCS B PEANH3AIUIO
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anroputma DES B Hem3meHHOM BHIe. Bce mepecTaHOBKH M KOABI B TaOIHIIAX
moao0paHbl pa3pabOTYNKAMU TaKUM 00pa3oM, 4TOOBI MaKCHUMAalbHO 3aTpy-
HUTH Tpollecc pacmuppoBKU MyTeM mnoadopa kiroua. [Ipu ommcanum anro-
putma DES (pucynok 13) mpuMeHeHH cienytomue 0003HaYeHUsL:

L u R — nocnenoBarensHocTH 6uTOB [1eBas (left) u mpasas (right)];

LR — xoHkaTeHamus nociengosareabHocTel L 1 R, T. e. Takas mociaeaoBaTeb-
HOCTH OWTOB, JUTHHA KOTOPOW paBHa cymMe UIHH L u R; B mocienoBaTenbHOCTH
LR 6uthl mociemoBarenbHOCTH R ciieqyroT 3a OUTaMu MOCIeI0BaTeILHOCTH L;

@ — omepanus TOOUTOBOTO CIIOKEHHS IO MOYJIIIO JIBA.

[IycTs U3 (Qaiina UCXOAHOTO TEKCTa CUMTAH OvepenHON 64-OUTOBBINA 050K T.
Ortot 610K T mpeodpa3yercs ¢ MOMOINBI0 MAMpUybl HAYAIbHOU nepecmanosku |P
(rabmuma 3). butel BxogHOTO On0Ka 7' (64 OWTa) MEpECTaBISAIOTCS B COOTBET-
cTBuM ¢ Matpurei IP: 6ur 58 BxomHoro 610ka 7 craHoButcs 6utom 1, 6ut 50 —
6utom 2 u T. a. [lonyueHHas nocnenoBaTebHOCT OUTOB 1 pa3lensieTcs: Ha J1Be
mocJeIoBaTenbHOCTH: Ly — JeBble, wimm crapmme OWTel M Ry — mpaBble, Wi
MiIagmmie OWTHI, KaKOas U3 KOTOPBIX COACpKHUT 32 Oura. 3aTeM BBITIONHACTCS
UTEpaTUBHBIN mporecc muppoBaHus, cocTosmui u3 16 nraros (nukios). Ilycts
T; — pesynbrar i-it urepauun: 7; = LiR;, rme Lj = ty, t, ..., t3p (mepsoie 32 Outa);
Ri = tas, tag, ..., tos (mocnennue 32 6ura). Torga pesysprar i-it uTepaluu OMUCHI-
Baercs cieayromumu Gopmynamu: L = Riy, i1 =1, 2, ..., 16; Rj= L1 ® f (Ri_y,
K),i=1,2,..16.

Oyukuus f HaszpiBaeTcs ¢yHkiued mupposanus. Ee aprymenrtamu siBisi-
I0TCSl MOCIIE0BATENbHOCTh Rj 3, MOJy4aeMas Ha HpEIbIAyIIeM Liare urepa-
uuu, U 48-0uTOBBIH KITF0Y Kj, KOTOPHIN SABISETCS PE3yNbTaTOM MpeoOpa3oBa-
Hus 64-6utoBoro kiova mudpa K. Ha mocneqHem mare urepanud moxydaroT
nocnenoBatenbHOCTH Rig 1 Lig (0€3 mepecTaHOBKM MecTaMH), KOTOpPble KOH-
KaTCHUPYIOTCS B 64-OMTOBYIO MOCIeNOBaTeNbHOCTE Rig Lig. [lo oxoHwaHmM
mupoBaHUS OCYIIECTBIACTCS BOCCTAHOBICHHE IMO3HUIMI OUTOB C TIOMOMIBIO
MaTpHIbI 06paTHO epectanosky |P ' (TaGmuna 4).

Iporece pacimppoBaHusi JAHHBIX SBISCTCS WHBEPCHBIM IO OTHOIICHUIO K
mporeccy mudppoBaHus. Bee NeiicTBUSA JOKHBI OBITH BBHIITOJHEHB B 0OpaTHOM
mopsiike. ITO O3HAYAET, YTO pacui(pOBBHIBACMbIC TaHHBIC CHAayYaia IPEICTaB-
JISIOTCS B COOTBETCTBUM ¢ Matpuueil IP™, a 3aTeM Hajx MOC/IeI0BATEILHOCTBIO
6utoB Rigl1g BRIMOTHSFOTCS TE K€ NEHCTBUSA, YTO U B IPOLECCE MUPPOBAHUS, HO
B 00paTHOM TOPSJIKE.

WTepaTUBHBIN Mporece paciuindpoBaHus MOXKET ObITh OMHCAH CIICAYIOIIMMU
¢dopmynamu:

Ri_1 =1L, i= 1,2, ceey 16; Li_1= Ri@f(l_i, Ki), i= 1,2,..,16. (1)
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Pucynok 13 — Ctpykrypa anroputma DES

Takum oOpa3om, I Tporecca paciupoBaHUs C MEPECTABICHHBIM BXOJI-
HbIM O110KOM Ri6L16 Ha TepBoii urepanuu ucnonszyercs ko4 Kig, Ha BTOpoit —
Kis 1 T. 1., Ha 16-i1 — K;. Ha mocnenneM mmare utepanuy OyayT MOJYYEHBI TO-
cIeoBaTeIbHOCTH Lo U Ry, KOTOpBhIE KOHKATEHUPYIOTCS B 64-OUTOBYIO TIOCTIEN0-
BarenbHOCTh LoRg. 3ateM B 3T0# mocienoBatensHOCTH 64 OWTa MEPECTaBIISIIOTCS
B COOTBETCTBHHM ¢ MaTpuier |P. PesynpraTr Takoro mpeoOpa3oBaHUs — HCXOIHAS
MOCJIEZIOBATENILHOCTh OMTOB (pacuudpoBanHoe 64-0MTOBOE 3HAYECHHE).

19



Tabnuya 3 — MaTpuna Ha4aabHOI nepecTanoBku IP

58 50 42 34 26 18 10 2

60 52 44 36 28 20 12 4

62 54 46 38 30 22 14 6

64 56 48 40 32 24 16 8

57 49 41 33 25 17 9 1

59 51 43 35 27 19 11 3

61 53 45 37 29 21 13 5

63 55 47 39 31 23 15 7

Tabauya 4 — Matpuua o6paTuoii nepecranosku I[P~

40 8 48 16 56 24 64 32
39 7 47 15 55 23 63 31
38 6 46 14 54 22 62 30
37 5 45 13 53 21 61 29
36 4 44 12 52 20 60 28
35 3 43 11 51 19 59 27
34 2 42 10 50 18 58 26
33 1 41 9 49 17 57 25

Jns BeauciIeHus 3HaueHus QyHKumH f ucnones3yroTes:

— ¢yaxuums E (pacmmperue 32 our go 48);

— byHKWMs Sy, Sy, ..., Sg (mpeobOpa3zoBaHue 6-0MTOBOTO uKcia B 4-0UTOBOE);

— ¢yHKums P (nepecraHOBKa OUTOB B 32-0MTOBOM MOCIIEIOBATEILHOCTH).

Pesymsrat Qyukuun E (R 1) ectb 48-6utoBoe uncio. OyHKIMS pacuIupeHus
E, BemonHstomas pacmupenue 32 6ut go 48 (mpuHuMaet 0ok u3 32 OHUT u 10-
poknaeT 0110k u3 48 OuT), onpezaensercs: Tabaunei 5.

Tabnuya 5 — ®yakuus pacmmpenus E

32 1 2 3 4 5
4 5 6 7 8 9
8 9 10 11 12 13

12 13 14 15 16 17

16 17 18 19 20 21

20 21 22 23 24 25

24 25 26 27 28 29

28 29 30 31 32 1

B cootBetcTBHM ¢ TabmuIeii 5 epBsie Tpu 6ura E(R ;) — aT0 6uter 32, 1 u 2,
a mocnenaue — 31, 32 u 1. Ilonyuennsiii pesynsrar [0603HaunM ero E(Ri)]
CKJIambpIBaeTCs mo Moayito aBa (omepanust XOR) ¢ TeKyIMM 3HAYEHHEM KITIOYa
Ki n 3aTem pa3OuBaeTCst Ha BOCEMb 6-OMTOBBIX OJIOKOB Bi, By, ..., Bg. Jlanee kax-
IBIA U3 3TUX OJIOKOB MCIOJIB3YETCsl KaKk HOMED 3JIeMEHTa B (DYHKIIUAX-MATPHIAX
S1, Sy, ..., Sg, comepxariux 4-0uToBbIE 3HAUEHUS (Tabaua 6).
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Tabauya 6 — @yHKnuu npeodpazoBanus Sy, S, ..., Sg

Howmep Howmep cronbia

CIPORH 0 T T 27 3 4 6] 7] 8] 9]10[11[12 14
0 14| 413 1] 2 11| 8] 3[10] 6[12] 5 0
1 0[15| 7| 4|14 13| 1]10] 6]12[11] 9 3 S,
2 41 1| 4| 8[13 2(11|15(12] 9| 7] 3 5
3 15(12] 8| 2| 4 1| 7] 5[11| 3|14 10 6
0 5] 1] 8 6 3] 4] 9| 7] 2[13[12 5
1 3(13| 4 15 8l14|12| 0] 1|10 6 11 S,
2 ol1a| 7 10 13 1] 5] 8|12] 6] 9 2
3 13| 8|10 3 4] 2[11[ 6] 7[12] 0 14
0 0] 0] 9 6 5] 5] 1[13[12] 7|11 2
1 13 7] 0| 9] 3 6/10| 2| 8| 5|14 12 15 S,
2 13 6] 4] 9] 8 3 0|11 1| 2|12] 5 14
3 110 0| 6 8| 7| 4|15| 14| 3|11 2
0 713 3] 0 9l10| 1| 2| 8] 511 4
1 13| 8 5| 6 o 3] 4| 7| 2[12] 1 14 S,
2 0] 6 012 70113[15| 1| 3|14] 5 8
3 3[15 610 13| 8| 9| 4| 5]11|12 2
0 2|12 1] 7 11| 6| 8| 5| 3|15|13 14
1 1411 12| 4 13 1] 5] 0]15]|10] 3 8 Ss
2 41 2 11|10 7] 8|15 9|12| 5] 6 0
3 1] 8 71 1 2[13] 6[15] 0| 9|10 5[ 3
0 2] 1 5] 9 6| 8| 0]13| 3| 4|14 511
1 10[15 2| 7 9] 5] 6| 1|13[14] 0 3| 8]Ss
2 914 5| 2 12| 3] 7] 0] 4|10 1 1| 6
3 4] 3 2] 9 15(10]11[14] 1| 7] ® 8|13
0 411 1415 813| 3[12| 9| 7| 5 6| 1
1 13| 0 7| 4 1]10[14| 3| 5|12 2 8| 6|5,
2 1| 4 13|12 7114]10(15] 6| 8] O 9| 2
3 611 8| 1 10| 7] 9] 5] 01514 312
0 13 2 4] 6 11| 1/10| 9| 3|14| 5 12| 7
1 115 810 7] 4(12] 5| 6]11] 0O 9l 2]Ss
2 7111 1] 9 14| 2] 0| 6|10[13[15 5| 8
3 2| 1 71 4 8l13|15(12] 9| 0] 3 611

BriGop ameMeHTa B MaTpulie Sj OCYLIECTBIICTCS CICIYIOLIUM 00pasoM.
ITycTs Ha BXOX MATpHIBI Sj HOCTYyIIaeT 6-6uToBbIi 610K Bj = b;0,b3b,bsbs, TOrMa
JIBYXOHUTOBOE UKcIo Dihg yKa3bIBa€T HOMEP CTPOKH MATPHIIBL, @ YETHIPEXOUTOBOE
yucno b,bsb,bs — HoMep cronbua. Hanpumep, ecin Ha BX0J MaTpHilsl S; mOCTY-
naeT 6-6uroBslii 610k By = 100110, To 2-6uroBoe uncio bibs = 10, = 2¢0) yka-
3bIBAET CTPOKY C HOMEpPOM 2 Marpuisl S;, a 4-6GuroBoe umcio h,bsbsbs =
= 0011 = 3(10) yxa3biBaeT cTonben ¢ HOMEpoM 3 MaTpumsl S;. OTO O3Hayaer,
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yto B Marpuiie S; 6ok B; = 100110 BeiOupaer 3;1IeMEHT Ha MEPECEUCHUH CTPOKU
C HOMEPOM 2 M CTOJIOIA ¢ HOMEPOM 3, T. €. aneMeHT 8(1g) =1000(y).

COBOKYITHOCTh 6-OMTOBBIX OJ0OKOB Bj, B,, .., Bg oOecrmeunBaer BBIOOD
YEeTHIPEXOUTOBOIO 3JICMEHTA B KaXIOW M3 Matpull S, Sy, ..., Sg. B pesynbrare
nonygaem Sy(B1), Sa(B2), S3(B3), ..., Ss(Bg), T. . 32-OUTOBBII GIOK (ITOCKOIBKY
MaTpuipl S coxmepxaT 4-OMTOBBIE BIEMEHTHI). OTOT 32-OUTOBBIA OnOK
npeobpa3yeTcst ¢ MOMOIIBI0 (DYHKIMU IEPECTaHOBKH OuTOB P (Tabnuua 7).

Tabnuya 7 — @ynknus P nepectaHoBKH OHTOB

16 7 20 21
29 12 28 17
1 15 23 26
5 18 31 10
2 8 24 14
32 27 3 9
19 13 30 6
22 11 4 25

Takum obpaszom, pyukius mudposanust f (Rig, Ki) = P(Sy(By1), ..., Sg(Bs)).
Ha xaxxmoif mTepanuu UCTIOIB3yeTCS HOBOE 3HadeHWe kKioda K (mmmHO#M 56
OWT), KOTOpOE BBIYHCISACTCS W3 HAYaIbHOTO KiIfoda K, MPEeACTaBIAIOMIETO CO-
00it 64-01TOBBII OJIOK ¢ 8 OMTaMU KOHTPOJISI IO YETHOCTH, PACIIOJIOKEHHBIMH B
nosunusx 8, 16, 24, 32, 40, 48, 56, 64. Jlna yganeHuss KOHTPOJIbHBIX OUTOB U
MOJITOTOBKH KJI0Ya K paboTe ucmonb3yercs GpyHknus G nepBoHAYAILHON MO~
rOTOBKH Kitoya (Tabiuia 8). Dra tabiuia pasjieieHa HA JBE 4acTH. Pe3ynbpraTt
npeobpaszoBanus G(K) pasousaercs Ha aBe monoBuHbl Cy U Dg o 28 6uT Kax-
nasi. [lepBeie yeTbipe cTpoku MaTpUllbl G ONMPEAETIIOT, KaK BEIOMPAIOTCS OUTHI
mocnenoBarenbHOCTH Cy (mepBbM Outom Cp Oymer 6wt 57 kmoya mudpa, 3a-
TeM OuT 49 U T. 1., a mocneqHUME — OUTH 44 u 36 kitoya). Cieayronme YeTrpe
cTpoku MaTpuiel G ompenernsoT, Kak BRIOMPAIOTCS OUTHI TOCIET0BATSIEHOCTH
Dy (1. e. mocnenosarensHOCTE Dy Oymer coctosTs u3 6utoB 63, 55, 47, ...,12, 4
KIto4a mugpa).

Tabruya 8§ — @ynkuusa G nmepBoHAYAIbLHOI MOATOTOBKH KJK04a (MepecTaB/IeHHAs
BbIOOpKa 1)

57 49 41 33 25 17 9

1 58 50 42 34 26 18
10 2 59 51 43 35 27
19 11 3 60 52 44 36
63 55 47 39 31 23 15

7 62 54 46 38 30 22
14 6 61 53 45 37 29
21 13 5 28 20 12 4
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Jlns renepanuu nocnenoBarenbHocTeld Cy 1 Do He McTionb3yroTcs OuThHI 8, 16,
24, 32, 40, 48, 56 u 64 xmoda mmdppa. ITH OUTHI HE BIUSIOT HA MHU(PPOBAHUE U
MOTYT CIIYXKHTb JJISL IpyTUX Liesiel (HampuMep, sl KOHTPoJIs 1o yeTHoctH). Ta-
KM 00pa3oM, B ISHCTBUTEIILHOCTU KIIIOY IIH(pa SBISIETCS S6-OUTOBBIM.

IMocne ompenenennss C; u Dy pexypcuBHO ompenensitotres C; u D, rme
i=1,2,...,16. st 3TOro NpUMEHSIIOTCS OTMEPALMU IUKIHYECKOTO CIBHUIa BICBO
Ha OJIMH WJIM JBa OMTa B 3aBUCHMMOCTH OT HOMepa Illara UTepalyu, Kak NoKa3aHo
B Tabmmue 9.

Tabauya 9 — Tadbauua cABUTOB S; IJIsl BEIYUCIEHUS KJII0YA

Homep Konu4aectBo S caBuron Homep KomugectBo Si ciBuroB
HTepanuu BIICBO, OUT WUTeparun BJIEBO, OUT
1 1 9 1
2 1 10 2
3 2 11 2
4 2 12 2
5 2 13 2
6 2 14 2
7 2 15 2
8 2 16 1

Ornepanuu cABUTa BBIMOJHSIOTCS A nociaenoBarenpHocTed Cj u Dj He3a-
Bucumo. Hampumep, mocinenoBatenbHOCTs C3 MOTYYaeTCs MOCPEACTBOM IHK-
JUYECKOr0 COBHTA BJIEBO HA JBE MO3WIHH MOCienoBaTeabHOCTH C,, a mocie-
JOBaTeIbHOCTh D3 — MOCPEICTBOM CABHUTA BJICBO HA JIBE TO3UIUHU MOCIEAOBA-
tenbHOCTH Dy; Ci6 1 Dig momyuatores u3 Cis 1 Dis mocpeacTBoM caBura Biie-
BO Ha ojHY mo3unuio. Kirrou Kj, onpenensieMblii Ha KaKJOM IIIare UTepalliH,
€CTh pe3ylbTaT BBIOOpAa KOHKPETHBIX OMTOB U3 56-OMTOBOW MOCIEIOBATEIIh-
noctu CiD; u ux nepecranoBku. JIpyrumu ciosamu, kimou K = H(CiD;), rae
¢byHkums H onpenensercs Marpuiiei, 3aBepiuarolieid oo6padoTky kitova (Tab-
mura 10). TlepeeiM GutoMm Kioua K; Oyaer 14-if GUT mocienoBaTebHOCTH
CiD;, Bropbim — 17-ii 6uTt, 47-M — 29-i1 6ut C;jD;, a 48-m — 32-ii 6ut C;D;.

Anroputm DES BrnosHe mogxoauT kak Jis MIH(QPOBAHUS, TaK H IS
ayreHTH(QUKAUUK JaHHBIX. OH MO3BOJISIET HEMOCPEICTBEHHO NpPeoOpa3zoBbI-
BaTh 64-OMTOBBIA BXOJHOW OTKPHITHIH TEKCT B 64-OUTOBBIH BBIXOJHOU MIH(-
POBaHHBIN TEKCT, OJTHAKO pealibHbIe JaHHbIE PEJKO OTPaHMYMBAIOTCS JITUHON
B 64 pa3psaa.

UYroOsl Bocmonb3oBaThest anropurMoM DES nnst permenust pazHooOpaszHBIX
KpuITorpaduueckux 3anau, paspadboTaHbl YeThIpe pabOUNX peKUMA:

—aextponHast kogosas kuura ECB (Electronic Code Book);

— creruierne 6mokoB mudpa CBC (Cipher Block Chaining);

— obpatnas cBsa3b 1o mmdporexcty CFB (Cipher Feed Back);

— oOpatHast cBs3b 110 Beixory OFB (Output Feed Back).
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Tabnuya 10 — @yaknuss H 3aBepmalomeii 06padoTku KJoua (mepecTaBjieHHAs
BbIOOpKa 2)

14 17 11 24 1 5

3 28 15 6 21 10
23 19 12 4 26 8

16 7 27 20 13 2
41 52 31 37 47 55
30 40 51 45 33 48
44 49 39 56 34 53
46 42 50 36 29 32

Pexum "DOnexkTpoHHas KoxmoBas kHura'. JnuaHEI daiin

pasobuBaroT Ha 64-OutoBble OTpe3ku (Omoku) mo 8 OaiToB. Kaxknplii u3 sTmx
6710k0B IIM(PYIOT HE3aBUCHMO OT HCIIOIBb30BAaHHS OJHOTO M TOTO K€ KIFo4ya
mmgposanus (pucyHok 14). OCHOBHOE JOCTOMHCTBO — MPOCTOTA pPEal3allUH.
Henocrarox - OTHOCHUTEIIFHO crnabas YCTOWYIHNBOCTD MIPOTUB
KBaTM(UIMPOBAHHBIX KPUITOAHATUTUKOB. I3-32 (DUKCHMPOBAHHOTO XapakTepa
mu¢ppOBaHUS IPH OTPaHUIECHHOH JunHE O510Ka B 64 OMTa BO3MOKHO IPOBEICHNE
KpunToaHanuza "co cioapeM". Biok Takoro pasmepa MOXET MOBTOPUTHCS B
COOOIIEHNN BCIEACTBHE OONBIION M30BITOYHOCTH B TEKCTE HA E€CTECTBEHHOM
si3bIKe. DTO TIPHBOAUT K TOMY, YTO WJICHTHUYHBIE OJIOKH OTKPBITOIO TEKCTa B
cooOmmeHnn OyayT IMpeAcTaBJICHbl MICHTHYHBIMH OJIOKaMHU IITHU(PPOTEKCTa, YTO
JIaeT KPUITOAHAJIUTUKY HEKOTOPYIO HH(POPMAIUIO O COJEPKAaHUU COOOLICHUS.
Pexum "Cuoenmnenme OnokxoB mudpa". B stom pexmme
UCXONMHBIA aitn M pa3buBaetcs Ha 64-OutoBble Onoku: M = My, M, ..., M.
[epBrrit 610K M) CKIIaIBIBACTCS IO MOIYITIO 2 ¢ 64-0HTOBBIM HAYAITLHBIM BEKTOPOM
IV, xoropwlii MeHsEeTCS €XKEIHEBHO M JIEPKHUTCS B cekpere (pucyHok 15).
[Momy4ennast cymma 3ateM mmgpyercst ¢ ucroib3oBanneM kimoda DES, n3sectHoro
U OTIIPABUTEINIO, U NosydaTento uHpopmanuu. [lonydennsiit 64-0urosslit mmop C;
CKJIAJIBIBAETCS 1I0 MOJYJIIO 2 CO BTOPBIM OJIOKOM TEKCTa, pe3yJsbTar Iudpyercs u
nojydaercsi BTopot 64-6urosiii mpp C, u 1. A. [Iporieaypa MOBTOPSETCS 10 TeX
op, moka He OyayT 00paboTanb! Bce 650KH TekcTa. Takum oOpasom, st Beex | =1
. N (n — uncno GrokoB) pe3yabTaT mmpoBanust C; OMPEIETICTCS CIEIYFOIINM
obpazom: C; = =DES (M; ® Ci4), rne Cy = IV — HauaneHoe 3Hauenue mudpa,
paBHOE HAYaIHHOMY BEKTOpY (BeKTOpy MHUIManu3aiun). [locnennuii 64-0UTOBBIN
6710k mMQpoTeKcTa ABIseTCs (QYHKIMEH CeKPETHOTO KIF0Ya, HAUYaJIbHOTO BEKTOPA
KaXI0T0 OWTa OTKPBHITOTO TEKCTAa HE3aBUCUMO OT €ro JUIMHBL. JTOT OJIOK
mMQpOTEKCTa HAa3hIBAIOT KojoM ayreHTH(uKamu coodmenus (KAC). Kog KAC
MOXET OBbITh JIETKO TPOBEPEH IMOJIydaTesieM, BIAJCIOLIMM CEKPETHbIM KIIOYOM H
HAa4yaJbHBIM  BEKTOPOM, IyTeM [IOBTOPEHUS]  IMPOLELYpPbl,  BBINOJIHEHHOM
otnpasureneM. [locropoHHuii, ogHaKo, HE MOXeET ocyliecTBUTh reHepanuio KAC,
KOTOPBII BOCIIPUHSUICS ObI MOJNyYaTeIeM Kak IOUIMHHBIN, YTOObI 100aBUTh €ro K
JIO)KHOMY cooOmieHuto, 6o otaenuth KAC OT HCTHHHOTO COOOIICHWS IS
HCIIOJIb30BAHUSI €0 C U3MEHEHHBIM HIIU JIOXKHBIM COOOIICHHUEM.
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| My 64 | | M 64 | | M, 64 |
DES DES IlIndposanne
| G 64| |G 64 | | G 64 |
| G ’ 64 | |C2'64| | G . 64 |
DES DES | Pacumdposanue
| M, 64| [ M 64| ... | My 64 |

Pucynok 14 — Cxema anropurma DES B pexximMe 251eKTpOHHON KOOBOH KHUTH

LIV 64| | M, 64| | M 64| | M 64 |
| Nah Nah Nah
% N N
DES DES DES
[ugpposanue ITu¢pposanue ITu¢posanue
¥ F
| C 64| | G 64| | G 64 |
v i v
v 64| | G 64| |G 64| |G 64 |
¥ ¥ ¥
DES DES DES
Pacumdposanue | | Pacmudposanue | | Pacumdposanue
D Wb |_,€_
v v
| M, 64| | M, 64| | M, 64 |

Pucynoxk 15 — Cxema anroputma DES B pexximMe cuierieHus 0J0K0B mmdpa

JIOCTOMHCTBO IaHHOI'O PEXHMMa B TOM, YTO OH HE IMO3BOJISIET HAKAIUIHBATHCS
ommbkaM Tipu niepeaade. biok M; sisercs ¢pyHkuei Tonpko Ci g u Cj. [ToaTo-
My OIIMOKa MpH Mepenade NpHUBEAET K MOTePe TOJLKO ABYX OJIOKOB HCXOIHOTO
TEKCTA.

Pexuwm

"O6paTtHass cBsA3b no mudpy".
pasmep 0JI0Ka MOXKET OTJIMYaThCs OT 64 6uT (pucyHok 16). Daiin, momiexammii
mu¢ppoBaHuio (pacindpoBaHHIO), CUUTHIBAETCS IOCIIEIOBATENHHBIMU OJIOKaMu
anuHO# K 6utoB (K = 1, ..., 64). BxonHoii 010k (64-OUTOBBIH pPEerucTp CIBHUIa)
BHavaJle COJEP KUT BEKTOP MHUIMAIN3ALMH, BRIPOBHEHHBIN 110 TPaBOMY Kpalo.
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[IpennonoxuM, 910 B pe3yabTaTte pa3OMeHNs Ha OJIOKH MBI TOTydwiId N OIro-
KOB JUTMHOU K OUTOB KaXIpIil (OCTATOK JOMKMCHIBACTCS HYJIIMH WM MPOOETaMu).
Toraa mmst siro6oro | = 1 ... n 6mok mmdporekcta C; = M; @ P4, tne Py 060-
3Hauaet K crapumx OUTOB mpeasLayniero 3amrudposantnoro 6ioka. OGHOBIEHHE
CIBUTOBOTO PETHCTPa OCYUIECTBISETCS MyTEM YIAICHHS €ro CTapuimx K GUTOB u
sanmucu C; B peructp. BoccraHoBieHue 3amm(poBaHHBIX TaHHBIX TAKXKE BBIIOJI-
HSAETCS JOCTaTOYHO MpocTO: Py m Cj BBIYMCIAIOTCS aHAJOTHYHBIM 00pa3oM U
M = Ci @ P, i1,

[udposanue Pacmudposanue
Casur CnBur
—
Bxonnoi 64—k
010K
OO6parHas OO0parHas
l CBSI3b CBSI3b
| DES nmdposanne | k Gur k 6w
Beixon- Boixon-
HOI1 6110K .
HOH 610K
/'\ udpotexct udporexct
> — —
& k 6ur k 6ur
1 k 1 k
A
OTKPBITHIHA TEKCT OTKpBITHIA TEKCT
k 6ur k 6ur
1 k 1 k

Pucynok 16 — Cxema anroputma DES B pesxume 00paTHOM CBSI3H 1O MIHPPOTEKCTY

Pexum "OO6GpaTHas CcBsI3b MO BHIXOAY". OTOT peXUM TOXe
UCMONIb3yeT  TMEepeMEHHbIl  pa3mep  OJloka M CABUTOBBIH  perucrp,
MHUIHAJIM3UPYEMBIH Tak ke, Kak ¥ B pexkxume CFB, a mMeHHO — BXomHOH 610K
BHayaJle COAEP>KUT BEKTOP MHULMAnu3auuu IV, BEIPOBHEHHBIH 110 IIPABOMY Kparo
(pucynok 17).

[Tpu aToMm mst Kax0ro ceaHca MU(PPOBaHKUS JAHHBIX HEOOXOIMMO HCHOJb-
30BaTh HOBOE HAYAJIbHOE COCTOSIHUE PETUCTPA, KOTOPOE NOJDKHO MEPECHUIAThCS
[0 KaHAIY OTKPBITBIM TeKCTOM. [lonoxkum M = My, M, ..., My, s Bcex i = 1,
...,N, Ci=M; @ @ P;, tae P; — crapuue K 6uros oneparuu DES (Ci_;). Otinmune
OT peXuMma OOpaTHOW CBSI3M MO IMU(PPOTEKCTY COCTOMT B METOAE OOHOBICHUS
C/IBUTOBOTO PErHCTPa. DTO OCYIIECTBISETCS MyTeM OTOpachiBaHMs cTapumiux K
OWTOB 1 IOTMCHIBaHMSA crIpaBa P;.
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Kaxxmomy u3 paccmorpenssix pexumos (ECB, CBC, CFB, OFB) cBoiicTBeH-
HBI CBOM JIOCTOMHCTBA M HEJOCTATKH, YTO OOYCIOBIUBAET 00NACTH UX MPUMEHE-
HUSL.

BxonHoi
610K
O6parHas OoparHas
1 CBSI3b CBSI3b 1
| DES k out k out
mudpoBaHue | DES mmndposanue
Brixon-
HOI#t 0JI0K
v udpotexct udporexct v
D, D)
o > k 6ur — | —> k 6ur N
1 k 1 k
A4
OTKpBITHIHA TEKCT OTKpBITBINA TEKCT
k 6ur k 6ur
1 k 1 k

Pucynok 17 — Cxema anropurma DES B peskxume 00paTHO# CBSA3M 10 BRIXOLY

Pesxxum ECB xopoio nmoxxonut st mmdpoBanus kimodeid, pexxum CFB, kak
MIPaBUJIO, MpeIHa3HadaeTcs Ui MHU(GPOBAHUS OTIENbHBIX CHMBOJIOB, @ PEXUM
OFB Hepeako npuMeHsieTcs st INn(GpPOBaHUsI B CIIyTHUKOBBIX CHCTEMaX CBSI3H.

Pesxxumbl CBC u CFB npuronHs! 1iist ayreHTUUKaK qanHbiX. OHU T03BO-
JISIFOT MCTIOJIb30BaTh anroputm DES:

— JJIsL THTEPaKTUBHOTO MK (pOBaHUs IPH OOMEHE JaHHBIMH MEXAY TepMHUHA-
JIOM U ri1aBHOH DBM;

— UQpOoBaHUI KPUNTOrpahuIecKoro Kiroya B IPAKTHKE aBTOMATHU3MPOBAH-
HOTO pacipoCTpaHEeHUs KItoueii;

—mudpoBanus (GaiioB, MOYTOBBIX OTNPABICHUH, JTAHHBIX CITyTHUKOB M JIPY-
I'MX MPAaKTHYECKUX 33/1a4.

C nomorupsto anropurma DES moxxHO Taxke mudposars ¢aitasr OBM s ux
XpaHEHHSI.

Crannapt mudposanus ganubix (FOCT 28147-89). Anroput™m KpuITO-
rpaduyaeckoro mpeodpazoBaHUs JTaHHBIX JJIs CUCTEM 0O0paOdOTKH MH(OPMAIUU B
cerTsax OBM, oTnesnbHBIX BEIYUCIUTENBHBIX KOMIUIEKcax 1 DBM Obur paspaboran
B CCCP n ony6nmkoBaH B Buje rocynapcrsenHoro crangapra [OCT 28147-89 B
1989 rogy. AnroputM KpunTOrpaduuecKoro mpeodpa3oBaHUs JAHHBIX MpexHa-
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3HAuYEH /IS arnapaTtHod U MPOrPaMMHOW pealv3allyiy, YAOBIETBOPSET KPHUIITO-
rpadgudeckuM TpeOOBAHUSIM U HE HAKJIAAbIBACT OTPAHMYCHUI Ha CTENEHb CEK-
PETHOCTH 3aliuinaeMoi mHQpopManuu. ANropuT™M MH(GPOBAHUS JAHHBIX Ipel-
cTaBisieT co00it 64-OUTOBEIN OJIIOYHBIH aNTOPUTM € 256-OUTOBBIM KITFOYOM.

[pu onKcaHuy aNropuTMa UCIOIB3YIOTCS CIEIYOIIe 0003HAYCHUSI:

L u R — mocnenoBaTeaLHOCTH OUTOB;

LR — xoHKkaTeHanus mocnenoBarenpHocTell L M R, B KOTOpO#i OUTHI mOCeno-
BaTeNFHOCTH R crienytoT 3a OMTaMu 1mocieaoBaTeIbHOCTH L,

@ — onepanus TOOUTOBOTO CIIOKEHHS IO MOYIIIO 2;

— OTIEpALIHS CITOXKEHHSI TI0 MOJIYITIO 2°2 IBYX 32-paspsiTHbIX ABOMIHBIX UHCET;

" — ONepAIHS CTOKEHUS ABYX 32-paspsaHbIX grces 1o Moaymo 2% — 1,
AJNTOpPUTM IpeayCMaTPUBAET YETHIPE PEKUMA PAOOTHI:

— muQpoBaHKEe TAaHHBIX B PEXXUME ITPOCTON 3aMEHBI;

— IUQpoBaHKe NaHHBIX B PEKUME FraMMHUPOBAHMUS;

— uQpoBaHKe JaHHBIX B PeXKUME raMMHUPOBaHHs C 00paTHOMH CBS3bIO;

— BBIPa0OTKAa UIMHUTOBCTABKH.

PexuM 1npocTOoil 3aMEHBI. Jnst  peanmuzauuu  anroputMma
mr(ppoBaHUs JaHHBIX B PEKHME MPOCTOM 3aMEHBI MCIIOJIB3YETCS TOJIBKO 4YacTh
OJIOKOB 00IIIEH KPUIITOCUCTEMEI (PUCYHOK 18).

OO0o3HaueHHs Ha CXeMe:

N1, N, — 32-pa3psiiHble HAKOIHUTEIH;

CM,, — 32-paspsyiHblii CyMMAaTop 10 MOyJTio 22 (s

CM, — 32-pa3psiiHblii cymmaTop mo Moayiio 2 (®);

R — 32-pa3psiiHblil perucTp HUKINYECKOTO CJIBHUTA;

K3V — xmodeBoe 3amoMuHAroIee ycTpoicTBo Ha 256 OUT, cocrosiee w3
BOCbMHU 32-pa3psaHblx Hakonutenen Xo, X1, X, ..., X7;

S — OJIOK MOACTAaHOBKH, COCTOSIIMN M3 BOCAMH Y3JI0B 3aMeHbI (S-0JI0KOB 3a-
MeHbl) Sy, Sy, Ss, ..., S7, Sg.

OTKpHITEIE JAaHHBIC, KOTOPBIC IOJUICKAT 3alIH(PPOBAHUIO, pPa30MBAIOT HA
64-paspsausie 0moku T,. [Iporeaypa mudposanus 64-paspsaguoro 6ioka T, B
pexumMe mpocToil 3aMensl BKarouaeT 32 nukia (j = 1, ..., 32). B kioueBoe
3allOMHMHAIOIIEE yCTPOHCTBO BBOAAT Kitou K pasmepom 256 OuT B BuIe
BochbMU 32-pa3psanHbiX noakiouei (aucen) Ki: K = K7KgKsK4 KKK K.

IMocnemosarensHocts OuToB Oioka T, = (a1(0), ay(0), ..., as(0), as»(0),
b1(0), bx(0), ..., b31(0), b3x(0)) pasbuBarOT Ha ABE MOCIEAOBATENFHOCTH MO 32
outa: b(0) u a(0), rae b(0) — neBwie, uim crapume 6utel, a(0) — npasbie, WK
MJIaiue OUTBhI. DTH MOCIEA0BATEIBHOCTH BBOAAT B HakomuTenu Ni u N, me-
e HayaJioM IepBOTO IHMKIIA MIH(ppOBaHUS.
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TO NZ Nl Tm

32... I L ED) 1
K3y| A A4
Xo(Ko) [ H | o
X1(Ky) 32... 1
Xa(Ky) Y
Se|S7[Ss|Ss]Sa]S:]S:[S:] S
X3(Ks) 3
X4(Ky) R
Xs(Ks) Y
Xs(Ks) "‘1321:|'_
X7(K7)
¢/
| b+ | CM,
32... .|
< A 4 o

Pucynok 18 — Cxema peanuzaiyy pexxuMa IpOCTOH 3aMeHbI
B pesynbraTe HavanpHOE 3amoiHeHHEe HAaKOMUTEs Ny

a(o) = (a32(0)1 331(0), reny aZ(O)l al(O))y
32, 31, 2, 1 <« HOMeEp paszpsina Ny,

HavajabHOE 3aroiHeHue HakonuTesst N,

b(o) = (b32(0)| b31(0)| ey bZ(O)l bl(o))l
32, 31, 2, 1 <« HOoMep paszpsaa Na.

Mepssriii mkin (j = 1) npouemyps mmdpoBanust 64-pa3psaHoro 6I10Ka OTKPbI-
TBIX JaHHBIX MOYKHO OIMCATh YPaBHEHHUSMU:

a(®) = f(a(0)[+]K,) @ b(0), @)
b(1) = a(0).

rae  a(1), b(1) — 3anonuenue coorBercrBeHHo Ny u N, mocie 1-ro nukia mud-
poBaHus;
f — pyskms mmbpoBanus.
AprymentoMm ymkimn f sBasercs cymma mo momymo 2% umcna a(0)
(mauyanpHOTO 3amosHeHus Hakomutens Np) u umcna Ky — MOAKIIOYA, CYMTHIBAC-
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Moro u3 Hakorutelst Xo K3Y. Kaxnoe u3 atux uucen pasHo 32 ouram. @yHkuuns
f BKITIOUaeT JIBE OMepalii HaJl MOJTydeHHO# 32-paspsaHoit cymmoit (a(0) ] Ko).

IlepBast omepaiiss Ha3bIBACTCS NOOCMAHOGKOU (3aMeHOI) W BBINONHICTCS
0JIOKOM TIO/ICTAHOBKH S, KOTOPBI COCTOMT M3 BOCBMH Y3JIOB 3aMeHHI (S-0JI0KOB
3aMeHBbl) Sy, Sy, ..., Sg ¢ mamAThIO 64 OuT Kaxawld. [locrynaromuit u3 CM; Ha
OJIOK MOJCTAaHOBKH S 32-pa3psaHbIil BEKTOp pa30MBAIOT HA BOCEMb IMOCICIOBA-
TEJIFHO MIYIINX 4-pa3psIHbIX BEKTOPOB, KaXKABIH M3 KOTOPHIX IpeoOpasyercs B
YETBIPEXPA3PSAHBII BEKTOP COOTBETCTBYIOIIMM Y3JI0M 3aMeHbl. Kaxnplil ysen
3aMEHBI MOJKHO TIPE/ICTABUTH B BHUIE TaOJHIIBI-TIEPECTAHOBKH IECTHAALATH de-
THIpEXpa3psAOHBIX ABOWYHBIX uncen B auamazoHe 0000...1111. BxoxHoii BekTop
YKa3bIBaeT aJipec CTPOKHU B TAONHIIE, @ YHCIIO B ATOH CTPOKE SABISETCS BBIXOIHBIM
BEKTOpOM. 3aTeM YeTBIpeXpa3psAHbIe BBIXOTHBIE BEKTOPHI MOCIENOBATEIHEHO
00BeIUHAIOT B 32-pa3psOHbI BEKTOp. Y3JIbI 3aMeHBI (TaOIUIBI-TIEPECTAHOBKN)
MPEACTABISIIOT COOOM KITFOYEBBIE SJIEMEHTHI, KOTOPBIE SBISIOTCS OOIIMMH ISt
cetn ODBM M peako M3MEHSIOTCSA. DTH Y3Jbl 3aMEHBI JIOJDKHBI COXPAHSTHCS B
ceKpere.

Bropas onepauus — yuxauueckutl cogue éneso (Ha 11 paspsnoB) 32-pa3psiHoro
BEKTOPA, MOJIYUYCHHOTO C BBIXO/a 0JIOKA TOACTAHOBKH S. [[MKITHYECKHIA CIIBHUT BbI-
MOJHACTCA PErucTpoM casura R.

Hanee pe3yapraT paboTsl GpyHKIMHU mudpoBanus f cymMMupyroT mopaspsaHo
o Moy 2 B cymmarope CM, ¢ 32-pa3psanbiM HavaibpHbIM 3anonHenuem b(0)
nakonuressi Np. 3ateM monydeHHblit Ha Beixoge CM, pesynbrat [3Hauenue a(l)]
3aMKChIBAIOT B Hakomutenb Ni, a crapoe 3HaueHue N; [3Hauenue a(0)] mepemnu-
ceiBatoT B Hakonutelb Ny [3nauenue b(1) = a(0)]. [lepBbiii nuKI 3aBepIieH.

[Mocnemyromue MUKIBI OCYIIECTBITIOTCS aHAIOTUYHO, TIPH 3TOM BO BTOPOM
nukie u3 K3V cunteiBaror 3anonHenne X; — moakiou K, B TPETbeM — MOJKITIOY
K, v 1. A., B BocbMOoM — nojikiitou K7. B nuknax ¢ 9-ro mo 16-#, a Takxke ¢ 17-ro
o 24-i moaxmroun u3 K3V cuureiBatorcs B ToM ke mopsake: Ky, Ky, K, ..., K,
K. B mocnemuux BocbME 1HKIax (¢ 25-r0 1m0 32-i) MOPSIIOK CYUTHIBAHHS MOJI-
xiouet u3 K3V obpatusiit: K7, K, ..., K», K1, Ko.

B 32-M nukie pesynsrat u3 cymmatopa CM, BBomuTcs B Hakomutelb Ny, a B
Hakorutenrle N; coxpaHseTcs mpexHee 3amonHeHue. [lomydeHHsle mocie 32-To
nukta mudpoBaHus 3amonHeHus Hakormtenedl Ny u N, sBusioTcst GioxoM 3a-
i pOBaHHBIX TAaHHBIX 7, COOTBETCTBYIOMIMM OJIOKY OTKPBITHIX JaHHBIX T,

VYpaBHeHus MHUPPOBAHUS B peXKUME NPOCTOM 3aMEHbBI HMEIOT B

a(j) = f@( - DK yno0s) @D(i ~1) mpu j=1, ..., 24, ©)
b(j)=a(j-1)
a(j) = f@(ji-Ky, ) ®b(j-1) mpu j=25, ..., 31, (4)
b(j)=a(j-1)
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a(32) = a(3y) pi j = 32, 5)
b(32) = fa(31) [+]K,) ®b(31)

rae  a() = (@), asd), - al(.l)) b() = (p32(j), b31(j),_..., b1(j)) — sanonnenne
cootBetcTBeHHO N; 11 N, mocne j-ro nukia mmdposanus, j =1 ... 32.

Brnok 3amm¢ppoBaHHBIX HaHHBIX Ty (64 pa3psna) BEIBOAWTCS W3 HAKOIHTEIEH
N1, N2 B cienytromem nopsiake: u3 paspsgoB 1 — 32 makornmrens N, 3aTeM u3 pas-
psnoB 1 — 32 makonmrens Ny, T. €. HaUWHAS ¢ MIIAAIINX Pa3psIoB.

OcranpHbIe OJIOKH OTKPHITHIX JaHHBIX 3aIIN(QPOBBIBAIOTCS B PEKUME IIPOCTON
3aMeHbI aHAJIOTMYHO.

Kpunrocxema, peanu3syolias aaroputM paciinpoBaHus B PeKUME MPOCTOH
3aMEHBI, IMEET TOT K€ BUJ, YTO W npu mudposanuu (cM. pucynok 18). B K3Y
BBOAAT 256 OHUT KIIH0Ya, HA KOTOPOM OCYIIECTBIIUIOCH mudpoBanue. 3ammdpo-
BaHHbIC JaHHBIE, MOJUIeXKAIINE paciuudpoBaHuio, pa3ouTel Ha Oioku 7, o 64
6uta B KaxaoM. Beox moboro Gmoka T, = [a1(32), ax(32), ..., a(32), bi(32),

b2(32), ..., b3x(32)] B nakomurenun N; u N, mpousBoAAT Tak, yTOGBl HAYATIBLHOE
3HayeHne Hakommrenas N; mmeno Bum asy(32), asz(32), ..., a»x(32), ai(32), a
HavajbHOE 3amojHeHne Hakomutens N, — Bum D3,(32), b31(32), ..., by(32), by(32).

PacmdpoBanne ocymecTBIsIETCs IO TOMY K€ allTOPUTMY, YTO U IIHU(POBaHUE, C
TEeM W3MEHEHHEM, UTO 3allOJIHEHMSI HakomuTenel Xo, X, ..., X7 CUMTHIBAIOTCS W3
K3V B nukinax pacmudpoBaHus B CIEAYIOMIEM TOPSIKE:

KO! Kll KZI K3l K4l K5l KG: K7l K7! KB! KS! K41 K3u KZ! Klu KO!
K71 KG: KS: K4l KB! KZ! Kll KO! R77 Rﬁv R57 R47 R37 KZv Klv KO'

VYpaBHeHUsl paciIuGppoBaHUs UMEIOT BUJL

a@B2- )= (B2 j+YlK)®bE2-j+) o =18 (6)
b(32—- j)=a(32- j+1)

a(32- J) = 1(a(@2 J+DHlKe a0 ©DE2= 1 +1) 1y =9, 31, (7)
b(32- j)=a(32-j+1)

a(0) = a(1) npu j = 32. (8)
b(0) = f (a@®[+]K,) © b(®)

[Tonydennsie mocie 32 1ukiIoB paboTsl 3anmonHeHus Hakommtenedn N; u N,
ob6pasytor 610Kk OTKpeITEIX maHHBIX T, = (81(0), ay(0), ..., as(0), bi(0), by(0),...,
b32(0)), cooTBercTBYIOIIMIA GJIOKY 3ammppoBaHHBIX HaHHBIX Ty,. IIpu atom co-
cTosiHus Hakomurtener N [a32(0), a31(0), . az(O), a.l(O)], N, [bgz(O), b31(0), ey
b»(0), b1(0)]. Anamorunyno pacurdpoOBLIBAIOTCS OCTANLHBIE OJOKH 3aIIU(ppPOBaH-
HBIX JaHHBIX.
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Ecnm anroput™M mudpoBaHus B peKUMe MPOCTOH 3aMEeHbI 64-0MTOBOTO OJI0Ka
T, 0603Haunth uepes 4, o A(T,) = A(a (0), b(0)) = (a (32), b(32)) = T,,..

Crnenyer UMeTh B BHIY, YTO PEKUM HPOCTOH 3aMEHBI JOIMYCTHMO HCIOJIb30-
BaTh s IU(GPOBAHUS JTAHHBIX TOJHKO B OTPAHMUYCHHBIX CIydasX — MPH BBIpa-
00TKe KJtoua U MKU(PPOBAHUH €TO ¢ 0OeCIIeYeHHEeM UMHUTO3AIINTHI ISl TIepeadn
10 KaHaJaM CBSI3M WJIM JJISl XpaHeHHs B mamstu OBM.

Pexum rammupoBaHus. Kpunrocxema, peaqusyromas airoputM
mmdpoBaHUs B peKUMe TaMMHPOBaHUS, ITOKa3aHa Ha pucyHKe 19.

OTKpBITHIE JaHHBIE pa3OUBAIOT Ha 64-paspsIHbIE OIOKH To(l) , TO(Z) . To(i) -

To(m) , The To(i) — i-if 64-pa3psitHbIi GJIOK OTKPBITHIX JaHHBIX, | =1, ..., M, Tae M

ompenenseTcss 00beMOM MHUPPYEMBIX JaHHBIX. DTH OJOKH ITOOYEepeHO 3aImud-
POBLBIBAIOTCA B PCIKUME FAMMUPOBAHUA IIYTEM NOPA3PAAHOTO CIOXKCHHUA IO MO-
aymo 2 B cymmarope CMs ¢ rammoii mmdpa /-, KoTopasi BeipabarbiBaeTcs 0J1o-

KaMHu 1o 64 Oura, T. €. Fm:(FL(lll), FIEJZ), ey FS), ]_'lflm)), roe FS) — -

64-paspsitablii 670K, | = 1, ..., M. YKcao ABOMYHBIX paspsnaoB B Oioke 7, O(m) MO-
JKET OBITh MEHbIIIE 64, TIPH 3TOM HEHCIOJIb30BaHHAS IS IA(MPOBAHUS YaCTh raM-

Mbl mugpa u3 Onoka [ IEJm) otOpacbIBaeTcsl. YpaBHeHHE MIM(PPOBaHMS JAHHBIX B
pEXKUME TaMMUPOBAHUS UMEET BUL Tu(li) = To(i) ® I Ig), roe I Iﬁ) = A(Yi1 [+] Cy,

Zig [+]'Cy),i=1,...,m; TH(I') — i-i1 610K 64-pa3psaHOTro 6JI0Ka 3aMH(PPOBAHHOTO
tekcra; A() — Gyukuus mwudpoBanus B pexume npoctoil 3amensr; Cp, C, —
32-pa3psiiHbIe TBOWYHBIC KOHCTAHTHI, Y, Z; — 32-pa3psaHble JBOUYHBIC T10-
cienoBaTeNIbHOCTH. Benumunusl Yj, Z; onpenesisitoTcsi UTEpPallioHHO M0 Mepe
dbopmupoBanust rammel [, cienyromum obpazom: (Yo, Zg) = A(S), rme S —
CHHXpOTOCHIIKA (64-paspsiaHas ABOMYHAs mociemoBarenbHOCTh), (Yi, Zj) =
= (Yi—l Co, Ziy Cl), i=1,...,m.

PaccmoTpum peannzanyio nponenypsl MupoBaHUS B PEKUME raMMHpPOBa-
nust. B makormremn Ng m Ns 3apaHee 3amucaHsl 32-pas3psiiHble IBOMYHBIE KOH-
crantel C; u C,, NMeoNIMe cleylomue 3HaueHns! (B MIeCTHAAIATePUIHOH dop-
MC)Z Cl = 01010104(16)! C2 = 01010101(16)

B K3V BBoaurcs 256 Our kmoda; B Hakomurenan N; um N, — 64-paspsaHas
JIBOMYHAsI MOCIE0BATENHHOCTD (CHHXPOMOChUIKA) S = (Sy, Sy, ..., Seq). CHHXpO-
MOCBUIKA S SIBJISIETCS. MCXO/IHBIM 3arojiHeHneM Hakonwureneit Ny u N, s nocie-
JIOBATEeNLHOM BBIPAOOTKM M OJIOKOB TaMMbl mu¢ppa. VcxomHoe 3amoiHEHHE
HaKOIIUTCIIA Nl [832, 831, . 32, Sl], Nz [3641 853, . 334, 333]. Hcxoanoe 3amonHe-
nue N; u N, (cuaxponocsuika S) 3ammnppoBbIBACTCS B PEKUME MPOCTON 3aMEHBI.
Pesymerar mudposanus A(S) = (Yo, Zo) mepenuchiBacTcst B 32-pa3psaHble HAKO-
mutenn N3 1 Ny Tak, uro 3amonnenue N; mepenuceiBaercst B N3, a 3anonaenue Np
— B N,. 3anonuenne naxormrens N, cymmupyercst o Mogymo (2% —1) B cymma-
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tope CMy ¢ 32-pa3psannoit koHcTaHTo C; m3 Hakorutenst Ng. Pesynbrar 3amm-
coiBaercs B N,. 3anonsenne Hakormtens N3 cymmupyercst mo momymo 2% B
cymmatope CMj3 ¢ 32-pa3psaHoii koHcTanTol C, u3 Hakonutens Ns. Pesynbrar
sanuceiBacTcs B N3. 3amonmuenue N3 nepenuceiBaercs B Ni, a 3anonnenue Ny — B
N,, ipu 3ToMm 3anonaenus: N3, N, coxpansrorcs. 3amonHeHue Hakonureaed Ny u
N, 3amudpoBBIBacTCS B pEXKUME MPOCTON 3aMEHBI.

T (To")
CMs — T (1Y)
r,®
Ns C ) Ns
32... 1 32... 1
CM, |‘i‘|' |‘i‘| CM;
32... 1 .1 32... 1% .1
A I B MU
2.1 .1 32... 1% .1

Cxema pexxuma
IIPOCTO#f 3aMEHbI III CM,

Pucynok 19 — Cxema peanu3anuu pexkuMa raMMHPOBaHUS

ITonydyennoe B pesynbTare mmdpoBaHus 3amonHeHue Hakomutened Ni, N,

o0pa3zyer 1epBblii 64-pa3psHblil 610K rammel mmdpa [ O = (Yil) ) Y(zl) pen Y gg ,

y&) ), KOTOPBI CYMMHPYIOT ITOpa3psAHO 10 Moyito 2 B cymmarope CMs ¢ miep-

)

BBIM 64-pa3psIHBIM OJIOKOM OTKPBITBIX JTAHHBIX To(l) = (tl(l) ,tél), . té?, tes)

B pesyibraTe CyMMUpPOBaHUS 110 MOAYIO 2 3HaueHui [ 1511 ) u To(l) MOJTy4aroT

nepBbId 64-pa3psaHbIid 0JI0K 3amM(POBaHHBIX AAHHBIX: TI_IEl) =TI U(Jl) @ To(l) =
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S (2,10, 10 10 e 10 = 19 @ v i=1, ., 64

JIstst TOJTydYeHUst CIEAYIONIero 64-pa3psaaHoro 6ioka TaMMsl mudpa [ L(UZ) 3a-

noiHeHue Ny cyMMHUpYeTcst IO MOAYIIIO (2% —1) B cymmatope CM, ¢ KOHCTaHTOM
C1 n3 Ng. Pesynbrat 3anuceiBaercst B Ny. 3anonnenne N3 cymMmupyeTcest o Mozy-
mo 2% B cymmatope CM; ¢ kouctantoii C, u3 Ns. Pesynbrar 3amucsiBaercs B N,
Hogoe 3anmomnenune N3 nepenuceiBatoT B Ny, a HoBoe 3amonHenue Ny — B Ny , ipu
sToM 3anonHenust N3 u Ny coxpassitor. 3amonHenust Ny, N, 3ammgpoBbiBaioT B
PEKHMeE MPOCTOH 3aMEHBI.

[omyyernoe B pesynbraTe muppoBaHus 3amonHeHne Hakonurened N; u N,

06pasyeT BTopoil 64-paspsaaHblii 610k ramMel muppa [ 1512) , KOTOPBIH CyMMHMDY-
eTCsl TIOPaspsIHoO MO MOAYJIIO ABa B cymMarope CMs coO BTOPEIM OJIOKOM OTKpHI-
TBIX JAHHBIX TO(Z): TH(IZ) = Fl(uz) ® TO(Z).

AHAJIOTHYHO BBIPaOaTHIBAIOTCS OJIOKH raMmbl mudpa [ L(HP’), r 1514), v I L(Um)

3 4
1 33 POBBIBAIOTCS GJIOKH OTKPHITHIX JAHHBIX To( ), To( ), To(m). B kanan
CBs3M WK naMaTh DBM mepenarTcsi CHHXPOIMOChUIKA S U 0J0KH 3ammdpoBaH-
1 2
HBIX TAaHHBIX TLL(I ) TLIE U Tu(]m).

[Mpu pacmmdpoBaHuK KpUNTOCXEMa UMEET TOT JKE BH, YTO M MpU MH(poBa-
HUH (cM. pucyHOK 19). VpaBHeHHe pacmmpoBaHU:

TV =TP o r" =T @A (V1[5 C»Z1 [ C), i=1,...,m.

PacmdpoBanne 1aHHBIX BO3MOXKHO TOJIBKO MPU HAJTWYMH CHHXPOIOCHUIKH,
KOTOpasi He SBILSIETCSI CEKPETHBIM JIEMEHTOM IIM(pa U MOXKET XPaHUTHCS B Ia-
Mt OBM mnm mepepaBaThes 10 KaHANIAM CBSI3M BMECTE C 3alIM(POBAHHBIMU
JaHHBIMH.

[pu pacmmppoBanmu B K3Y BBOIAT 256 OUT KiIFOYa, C TIOMOIIBIO KOTOPOTO

OCYILECTBIISLIOCH MHU(PPOBAHKE JAHHBIX To(l), To(z), . To(m). B nakonwmrenn N
u N, BBOAUTCS CHHXPOIOCHIIKA, H OCYLIECTBIISETCS TPOLECC BHIPAOOTKH M 6J10-
KOB TaMMmbl tmudpa [’ L(Ul), I L(uz), vy I L(um). Biioku 3armm@poBaHHBIX JTaHHBIX
TH(Il) , TH(IZ) e TH(Im) CYMMUPYIOTCS TOPA3PSIHO 110 MOAYJIO 2 B cymmarope CMs
¢ Onokamu rammel mmdpa I 1511), v T I(Hm). B pesynpTare momydatorcsi OJI0KH
OTKPBITBIX JAHHBIX To(l), TO(Z), . To(m), Py DTOM To(m) MOXKET COIEPKATh

MeHblle 64 pa3psaaoB.

Pexum raMmMupoBaHus ¢ o6paTHOHW cBA3bI0. Kpunrocxema,
peanu3yronas alropuTM MH(POBaHUS B PeKMME TaMMHPOBAHHUS C OOpaTHOM
CBSI3bI0, UMEET BUJI, TIOKa3aHHBIN Ha pucyHke 20.
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(i-1) ) )
l (Tm ) A Tu(ll) (TO(I))

CMs TO (TO)
ro

K3y | |
Xo(Ko) | _¢_| | CM,
X1(Ky) 32... .1
X(K2) v
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Pucynok 20 — Cxema peanu3anny pexxnmMa raMMHPOBaHUsI ¢ 00paTHOH CBS3bIO

OTKpBITHIE JaHHBIE, Pa3OUTEIE Ha 64-paspsaHbIe GIOKH To(l) , TO(Z) - To(m) :

3amM(ppOBHIBAIOTCS B PEXMME FAMMHUPOBAHUS ¢ 0OPATHOM CBS3BIO IyTEM IOpa3-
PSTHOTO CIIOXKEHUS TI0 MOAYJI0 2 ¢ TaMMoi mmdpa [, KoTopas BelpabaThIBaeT-

cs1 Giokamu 1o 64 outa: I, = (1—'1511) , Flf) - ['I(Hm) ). Uncio ABOMYHBIX pa3psi-

noB B 6oke T, moxker GbITh MeHbIIe 64, P YTOM HE MCIIOIb30BAHHAS IS
mmgpoBanus yacte rammel mugpa w3 onoka 1, ™ orépaceBactes. YpasHeHHs

mrppoBaHUs B PEKMME raMMHUPOBAHHS C OOPaTHOM CBS3bI0 UMEIOT BHI: Tu(ll) =
=A(S) @ To(l) =I% e To(l) TO = A (T(i_l)) ® To(i) =" e To(i) i =

=2, ..., m. 3xech T,V — i-it 64-paspsanplii 610K 3ammudpoBanHoro Texcra; A() —
¢yHKIMSA mEQpPOBaHUSA B peXHMeE MPOCTOH 3aMEHBI; M ompeeNsieTcss 00beMOM
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OTKPBITHIX JaHHBIX. ApryMeHToM GyHKIMH A() Ha MEPBOM IAre UTEPATHBHOIO
aIropuTMa SBIsiCTCS 64-pa3psaHas CHHXPOTOChUIKA S, a Ha BCEX MOCICIYIOIINX

mrarax — npeapIAyInnil 010K 3amm(poBaHHBIX JaHHBIX TLL(I'_l) .

[pouenypa mudpoBaHus JaHHBIX B PeKUME TaMMHUPOBAHUS C 00paTHOM CBSI-
3pE0 peanu3yercs cieayromuMm obpazom. B K3V BBoasrcs 256 Out wiroua. B
nakonuresnid Ny u Ny BBoguTcst cunxponockuika S = (S, Sy, ..., Sgq) U3 64 OuUT.
HUcxonnoe 3anonaenune Hakomutenei N; u N, 3ammdpoBeIBaeTcs B pexnMe mpo-
cToii 3aMeHBI. [lonmydeHHOe B pe3yibTare IIU(GPOBAHUS 3alONTHEHHE HAKOIHTE-
neit Ny u N, oGpasyer nepBbiii 64-pa3psianbiii 610k rammel mmdpa 1 1511) = A(S),
KOTOPBII CyMMHpPYETCS TOpa3psiIHO 1o MoAyiio 2 B cymmatope CMs ¢ TIepBBIM
64-pa3psHBIM OJIOKOM OTKPBITHIX JTAHHBIX To(l) = (tl(l) ,tél) 5 eees tég) R (1)) B

pe3yabTaTe MOJydYaroT MEPBBIA 64-pa3psaHbii OJIOK 3alIU(PPOBAHHBIX JaHHBIX
TH(Il) = ['1511) T(l) roe T, M = (’r(l) (21), oy 1213), ’E&) ). Brok 3ammgposan-
HBIX JTaHHBIX Tu(I ) OJTHOBPEMECHHO SIBIIICTCS TAK)KE UCXOTHBIM COCTOSSHHEM HAKO-
mareneid Ny, N, 1ist BeIpaboTKK BTOpOro 6510ka ramMMel mudpa 1 1512) , ¥ TIO3TOMY
1o 06paTHOM cBs3u T @ sammceiaetcs B yka3aHHble Hakonutend N; u N,. 3a-
noiaHenne HakoruTened Ni [132 ,’cgll), . 1(21)7 (1)] N, [’E&?,’Eg, .y ’Eglﬂ'),

r33 ]. Banonuenne Hakomureneid N; u N, 3anmupoBEIBacTCS B peXXUME MPOCTOH
3ameHsl. [lonyyeHHoOe B pe3ynbrare IU(ppoBaHus 3anolHeHne HakonuTened Ny u
. . 2 .
N, o6pasyet Bropoii 64-paspsaubiii 610k TaMMel udpa [ L(u ) , KOTOPBIA CyMMH-
pyeTcst nopaspsiiHo 1o Moyio 2 B cymmarope CMs co BTOPBIM OJI0KOM OTKPbI-
2 2 2 2
THIX JJAHHBIX To( ): ]_'U(J) ® To( ) = TLL(I ),

BrIpaGoTka mocneayromux 6J10KoB rammel mudpa I IEI') u mmrdpoBaHue Co-

OTBETCTBYIOLINX OJIOKOB OTKPBITBIX JAaHHBIX To(l) (i =3, ..., m) npousBoasATCs
AQHAJIOTUYHO.

m
Ecmm pymua mocnenHero M-ro 610Ka OTKPBITBHIX JAaHHBIX To( ) Menbine 64

m
pa3psAaoB, TO U3 FIEJ ) HCHOJIB3YETCA TOJIBKO COOTBETCTBYIOUICC YUCIO paspaa0B

raMMsbl mudpa, oCTaIbHBIE Pa3pAIAbl OTOPACHIBAIOTCS.
B kanan cBsi3u wiu namsath 9BM nepenarorcst CHHXPOINOCHUIKA S U OJIOKH

1 2
3amU()POBAHHBIX JAHHBIX Tu([ ), TLIE ), Tugm) .
ITpu pacmudpoBaHUK KPUNITOCXEMA UMEET TOT K€ BMJI, YTO U IIPU IHPPO-

Bannu (cMm. pucynok 20). VpaeHeHUs pacmuppoBaHus: To(l) = A(S) @ TH(Il) =
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SO TO TO = O e TO AT e TO iz, . m,
Peanusanus nmpounexyps! pacmudpoBaHus 3amIN(ppOBaHHBIX JAHHBIX B PEKH-

M€ TaMMHpPOBaHHA C OOpaTHOH CBS3BI0 MPOUCXOAMT CIEXYIOMMM oOpazom. B
K3V BBOmsT 256 OUT TOrO e KIFOYa, HA KOTOPOM OCYIIECTBISUIOCH Iu(poBa-

HHE OTKPBITHIX OJIOKOB To(l), To(z), To(m). B maxonuremu N; u N, BBoguTCS

cuHXpornocsuika S. McxonHoe 3amonHenue Hakonurened Ny u N, (cuHXpomochLi-
Ka S) 3amm@poBbIBaeTCs B peXUME IIPOCTOH 3aMeHbl. [loydeHHbIe B pe3ynbTare
mmdpoBanus 3amomHerne N; m N, o0pasyroT mepBeiii 070K ramMmbl mmdpa

1 .

r SJ) = A(S), KOTOpBIi CyMMHpYETCS TOPa3psIIHO MO0 MOAYII0 2 B CyMMarope
1

CM5 ¢ 61oKOM 3amU(ppPOBAHHBIX TAHHBIX TUE ). B pe3ynbpTaTe MOJIyJYaeTcs mep-

. 1 1 1
BbIi GJIOK OTKPBITHIX JAHHBIX To( )= 151) @ TH(I ).

1
briok 3ammdpoBaHHBIX JTaHHBIX TUE) SBISCTCSl UCXOAHBIM 3aIlOJTHEHHEM
. 2

makonuresieit Ny u N, i BeIpaGoTKH BTOpOTO GiloKa Tammbl mmdppa [ ]EJ):

I 1512) = A(TH(Il) ). Ilonyuennoe 3anonuenue Hakonurened Ny u N, 3ammdpossiBa-
eTcsi B pexxuMe MpocToil 3ameHbl. OOpa3oBaHHBIA B pe3yibrare MH(POBaHUS
ook I’ 1(112) CyMMHpYETCsl TOpa3psgHO MO0 MOXIyro IBa B cymmaTtope CMs co
BTOPBIM OJIOKOM 3alIu()pOBaHHBIX JaHHBIX TH(IZ). B pesynpTare momay4aroT BTO-
poii OJIOK OTKPHITHIX AaHHBIX. AHamormdHo B N;, N, mociieoBarenbHO 3amuchl-

BAIOT GJIOKH 3alIH(POBAHHBIX JAHHBIX TUEZ), TH(JS) N Tu(lm) , U3 KOTOPHIX B pe-
JKMMe MPOCTON 3aMeHBI BHIPa0aTHIBAIOTCS ONOKH raMMbl mudpa [ L(US), I L(u4) N
F(m)

o - broxu raMmMel mudpa CyMMHpPYIOTCS TOPa3paAHO MO MOAYIIO 2 B CyMMa-
tope CMs ¢ Giiokamu 3amuppOBAHHBIX TaHHBIX TH(IB) : TH(I4), - Tn(lm) . B pesynn-
Tare MoJydYaroT OJOKH OTKPBITBHIX JAHHBIX T0(3) , TO(A), . To(m) , IPH 3TOM TIO-

cieqHUH 6JIOK OTKPBITHIX TaHHBIX To(m) MOJKET COJIepXkKaTh MeHbIIe 64 pa3psIoB.

Pexum BripaboTKHM MMHUTOBCTaBKH. MmuTOBCTaBKa — 3TO GJIOK
n3 P OUT, KOTOPBIH BBIPa0ATHIBAIOT 110 OINPEAEICHHOMY HPaBHIYy W3 OTKPBITHIX
JaHHBIX C WCIIOJb30BAaHMEM KIIOYa M 3aTeM JO0aBISIOT K 3alM(poBaHHBIM
JaHHBIM JUIs1 OoOecliedeHns] WX HMMHUTO3aIUThL. MIMHUTO3ammra — 3TO 3aluTa
CHCTEMBI MIM(POBAHHON CBSI3M OT HABA3BIBAHUSA JOKHBIX JTaHHBIX.

B cranmapre I'OCT 28147-89 ompenensercss mporecc BBIPpaOOTKH HMHU-
TOBCTaBKH, KOTOPBII €ANHO00pa3eH A M000r0 U3 PEeXKUMOB MH(POBAHUS AaH-
HbIX. MIMuToBCTaBKa M, BhIpabarbiBacTCa M3 OJIOKOB OTKPBITHIX JAHHBIX JIMOO
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nepen muppoBaHUEM BCET0 COOOIIEHHs, THOO MapayIebHO ¢ MH(PPOBAHUEM 1O
6nokam. [lepBble OJIOKM OTKPBITHIX JaHHBIX, KOTOPBIE Y4aCTBYIOT B BBIPAOOTKE
UMHTOBCTaBKH, MOTYT COJIEpKaTh CIy)XeOHyI0 HH(pOpMaIHIo (HanpuMep, aapec-
HYIO 4acTbh, BPEMs, CHHXPOIOCBUIKY) U HE 3allM(pOBHIBAIOTCS. 3HAUCHHUE Tapa-
MeTpa P (4Mcino JBOMYHBIX paspsaoB B MMHUTOBCTaBKE) ONPENENSETCS KPHUIITO-
rpaguyeckuMu TpeOOBaHUSIMHU C YYETOM TOTO, YTO BEPOSTHOCTH HaBSI3bIBAHUS
JIOKHBIX TIOMeX paBHa 1/27.

s BEIpaOOTKH WMUTOBCTaBKH OTKPHITHIC NAHHBIC IPEACTABIIIOT B BUAC

MTOCIIEIOBATEIIEHOCTH 64-pa3psaHBIX OJIOKOB To(i), i =1, ..., m Iepssrit 610K

1
OTKPBITHIX JTAHHBIX To() noaBepraoT mpeobpazoBanuio A(), COOTBETCTBYIO-

meMy IepBbIM 16 OUKIaM aaroputMa MUQPOBaHHUSI B PEKUME MPOCTOH 3aMe-
HBl. B KadecTBe Kiroda JUIIsL BI)Ipa6OTKI/I WMUTOBCTABKHU HCHOJB3YIOT KIIIOY
JUIMHOW 256 OuT, mo kKoTopoMy uGpyoT naHHble. [lomydyeHHoe mocie 16

LIUKJIOB 64-pa3psaHoe YHuCIIo A(To(l)) CYMMHPYIOT 1O MOJYJ 2 CO BTOPBIM

OJIOKOM OTKPBITHIX JAHHBIX TO(Z). Pe3ynbTaT CyMMUPOBAHUS [A(To(l)) @ TO(Z)]
cHOBa mojBepraioT npeobpaszosanuio A(). TlonydeHHoe 64-pa3psaHOE YUCIO
A[A(To(l)) @ TO(Z)] CYMMHPYIOT [0 MOZAYJIO 2 ¢ TPETBHM OIOKOM To(s) U CHO-
Ba mnojBepraroT npeobpazoBanuio  A(), momydas 64-paspAAHOE  UHCIO
AIAATD) o TP)Ye TP ur o

v m v
Tlocnennuii 610K To( ) (TIpu HEOOXOUMOCTH JTOTIOTHEHHBIA HYJISIMH IO TI0JI-

HOTO 64-pa3psaHOTO OJI0KAa) CYMMHUPYIOT IO MOAYIIO 2 C pe3yIbTaTOM BBIYHCIIC-
Huil Ha mare (M — 1), mocie 4ero 3amm@poBEIBAIOT B PEKUME TPOCTOH 3aMEHEI,
ucnosb3ys npeobpasosanue A(). M3 monydeHHOro 64-pa3psiHOTO YKCia BhIOH-
pator otpe3ok M, (ummToBCTaBKY) AnmHOM P Our: U, = [a(m)gz,pﬂ(lG),
a3y 14o(16), ..., @™ay(16)], rae ™ — i-it Gur 64-paspsaHOTO UKMCIA, TOTYUEH-
HOro nocie 16-ro ukia nocieanero npeodpaszosanus A(), 32 —p + 1 <i< 32,
HmuroscraBka M, nepepaercs mo kaHamy cBa3d MM B namsath OBM B koHue

3aiuppOBAHHBIX JAHHBIX, T. €. Tu(ll) , TH(IZ) Vo TH(Im) , W

TMoCTynuBIIHE K MOMYYATENO 3anM(pPOBAHHBIE TAHHBIE TH(Il) : Tu(lz), . Tu(lm)

1 2
pacdpoBBIBAIOTCS, U U3 TIOJYYEHHBIX OJIOKOB OTKPBITHIX JaHHBIX To( ), To( —

m '
TO( ) aHaJIOTMYHbIM 06pa30M BI)Ipa6aTLIBaGTC${ HMHTOBCTaBKa I/Ip. DTa UMH-

TOBCTaBKa M, cpaBHUBAETCA C UMUTOBCTABKOM U, 1oIy4eHHON BMeCTe C 3aiuu-
POBaHHBIMHU JJAHHBIMHU U3 KaHasa CBsI3U win u3 namsatu OBM. B ciydae HecoBna-
JIeHUsST MIMUTOBCTABOK IOJyYCHHBIE NPH paclIM(ppOBaHUU OJIOKH OTKPBITHIX JaH-
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HBIX To(l) , TO(Z), . To(m) CUUTAIOT JIOYKHBIMH.

1.3 AcumMmMeTpHYHbIe KPHITOCHCTEMBI

Kpunrocucrema mudposanus aanabix RSA. Anroputm RSA npeanoxu-
mu B 1978 1. Tpu aBTOpa: P. PaiiBect (Rivest), A. lllamup (Shamir) u A. Anneman
(Adleman). AnropuT™ HOJXY4HJI CBOE Ha3BaHHUE I10 MEPBBIM OyKBaM (aMuIInii ero
aBTOPOB.

Hane)xHOCTh anroputMa OCHOBBIBACTCS HAa TPYAHOCTH (hakTOopH3aruu OONb-
IIMX YUCEJ B MPOM3BEACHUE MPOCTHIX MHOXHTENeH. B kpunrocucreme RSA ot-
KPBITBIN K04 K, cekpeTHbIi Kittod K,, coobmenne M u kpunrorpamma C mpu-
HaJIeKaT MHOKeCTBY mesix uncen Zy = {0, 1, 2, ..., N— 1}, tme N — moayms N =
=PQ. 3mecs P u Q — cmyuaitHpie Oonpinne mpocTeie uncna. (s obecnedeHus
MaKCHMaJIbHO# Oe3omacHocTH BEIOMparoT P n Q paBHON JIMHBI U XpaHAT B CEK-
pete. MHOXecTBO Zy ¢ OnepanusIMH CJIOKEHUS M yMHOXeHHs 1o Moxynto N 06-
pasyet apudmeruky mo mMoayaro N. OTKpBITHIH K04 K, BEIOUPAIOT CIy4aiHBIM
00pa3om Tak, yTo0bl BeimonHsuuch yenosus: 1 < K, < o(N), HOJ(K,, ¢ (N)) = 1,
o(N) = (P-1) (Q - 1), rne (N) — pyukuums Ditnepa. Bropoe n3 yka3aHHbBIX BbI-
IIe yCJOBUI O3HAYACT, YTO OTKPBITHIA K04 K, W 3HaYcHHE (PYHKIUHU Diinepa
@(N) DoJDKHBI OBITH B3aMMHO NIPOCTHIMH. Jlajiee, HCTIONb3ys pacIIMPEHHBIH ajro-
put™M EBKJIM/Ia, BRIYUCISIOT CEKPETHBIN KITIOY K,, TAaKOM, 4TO

k, K, =1 [mod ¢ (N)] mm k, = K, * [mod(P — 1)(Q — 1)]. 9)

3TO MOXKHO OCYIIECTBHTH, TaK KaK IPH H3BECTHOU mape mpocThix gucen (P,
Q) moxuo sterko Haiitu O(N). 3amerum, uto K, u N 10KHBI OBITH B3aUMHO TPO-
cTeiMU. OTKPBITHIH K09 K, MCTIONB3YIOT A MHA(POBAaHUS JaHHBIX, a CEKPET-
HBIH K104 K, — It paciudpoBaHus.

IIpeoGpazoBanue mudpoBanus omnpesenseT kpunrorpammy C yepes mapy «oT-
KPBITHIH Kk04 K, cooOIeHrne M» B COOTBETCTBHH CO CICAYIONICH GOpMyIIoii:

C=E, M)=EM)=M K. (mod N). (10)

B kauectBe anroput™a OBICTPOrO BbIYKMCICHHs 3HaueHUs: C HUCIONB3YIOT psil
IOCTIeIOBATENbHBIX BO3BEIEHUH B KBaapar nejoro M un ymHoxxeHuit Ha M ¢ nipu-
BeZIeHHeM 1o Moayo N.

O6pamenne gpyaximun C = M (mod N), 1. e. onpenenenne 3nauerust M o
u3BecTHEM 3HavennsmM C, K, u N, mpakrrueckn He ocymectumo mpu N ~ 2 °%2,
OnHako oOpaTHylO 3ajmady, T. €. 3ajady pacummppoBaHusi kpunrorpammsl C,
MOKHO PELINTb, UCIIOJNB3Ys Mapy «CEKPEeTHBIH KU K,, kpunrorpamma C» mo
crenyromei popmyie:
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M= Dy (C)=D,(C)= C" (mod N). (11)

HOHCTaBHﬂﬂ B 3TO YPaBHCHHUEC 3HAUYCHUC C, nojsygyacm
(M* ) =M (mod N) win M** =M (mod N). (12)

ComoctaBnsisi 3TO BBIpaXEHHE € (QOpPMYNIOH pacmrpoBaHUS, IIOIydaeM
Kk =n ¢o(N) + 1 umm, uto To x)e camoe, KK, = 1[mod o(N)].

CrieoBarenbHo, eciu kpunrorpammy C = M (mod N) Bossectu B creneHsb
Kz, TO B pe3ysIbTaTe BOCCTAHABIMBACTCS MCXOIHBIM OTKPBITHINA TEKCT M, Tak Kak

(M K, )ku =M "k = M ™ML = M (mod N). (13)

Takum 00pa3zoM, MONTydaTenb, KOTOPBIH CO3JaeT KPUNTOCHCTEMY, 3AIIUINACT
nBa mapametpa: 1) cexpernsiii kirou K, u 2) mapy uucen (P, Q), npousBenenue
KOTOpBIX JaeT 3HaueHue Moxyns N. C npyroif CTOpOHBI, OTHPABUTEINIO N3BECTHBI
3HaueHus Moxyist N 1 oTkpeiToro ximoda K. [IpoTHBHHKY M3BECTHBI JIHMIIb 3HA-
yerns K; u N. Ecim 661 oH cMmor pazioxuts guciio N Ha MHOXUTEnH P u Q, To
OH y3HaJ Obl Tpoiky uucen {P, Q, K}, Berunciun 06l 3HaueHue GpyHkunu Dite-
pa ¢(N) = (P —1)(Q — 1) u ompeaenui 3HaYCHNUE CEKPETHOTO KiroUa Ki.

OnHaKo, KaK y»XKe 0TMEUaJIOCh, pa3jiokeHHe 04eHb 00biioro N Ha MHOXKHUTE-
JIM BBIYUCIIMTENFHO HE OCYILECTBUMO (TIPH YCIOBHH, YTO JJIMHBI BEIOpaHHBIX P 1
Q cocrapisirot He MeHee 100 1ecsITUUHBIX 3HAKOB).

[IpennonoxuM, 9To MOJIB30BATENb A X0UET MepenaTh MoIb30BaTeNo B coob-
LIeHHe B 3alM()POBAHHOM BHUJIE, HCIOJIB3Ys KpunrtocucteMy RSA. B takom ciy-
Yyae IMoJb30BaTeNb 4 BBICTYHNAET B POJIM OTHPABHUTENs COOOIIEHHS, a MOJIb30Ba-
Tenb B — B pomu nmonydvarens. Kpunrocucremy RSA nomkern chopmupoBaTh 1mo-
JIy4aTesb COOOILIEHUs, T. €. MOJIb30BaTeNb B. PaccMOTpuM mocinenoBaTenbHOCTD
neiicTBuil monk3oBareneii B u A npu mepemade coodbmenus «I'BB» u mpu wmc-
TI0JIb30BaHNU HEOOJBIINX YHMCEJ JUIS TPOCTOTHI BBIYMCICHUH, XOTS Ha MPaKTHKE
MIPUMEHSIOTCS OYeHb OOJIBIINE YHUCTA.

1 Ionb30Barens B BbIOMpAET [Ba MPOM3BOJIBHBIX MPOCTHIX uncia P u Q: P =
=3uQ=11.

2 Tlone3oBarens B Beraucisiet 3Hadenne moayiist N = PQ: N =3 - 11 = 33.

3 Tlomp3oBarens B BbuuciseT 3HaueHue ¢yHkumu Jitnepa o(N) = (P -
—1)(Q — 1) u BeIOUpaeT ciayyaHBIM 00pa3oM 3HaYE€HHE OTKPHITOrO Kifoua K ¢
ydetoM BeinosiHeHus ycnosuii: 1 < K, < o(N), HOH(K, o(N)) = 1.

o(N)=9(33)=(P-1)(Q-1)=2-10=20; K,= 7.

4 Tloms3oBarenb B BBIYHACISIET 3HAYCHHE CEKPETHOTO KIFOYa K,, MCIIONB3Ys
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pacmmpennsiii anroputM Epximmpa npu pememmu k, = K, [mod ¢(N)].
k, = 7 (mod 20). Pemenue naer k, = 3.

5 Tonp3oBarens B mepecwutaer momb3oBatenio 4 mapy umcen (N, Kj) mo
HE3alUIIEHHOMY KaHaly.

6 Ilonmb3oBatenb A pa3duBaeT UCXOIHBIH OTKPBITHIN TeKeT M Ha OJIOKH, KaX-
JIBIA U3 KOTOPBIX MOXKET OBITh MpencTaBiicH B Buae uucna M; =0, 1,2, ..., N - 1.
Jnst storo oH mpencravisier mudpyemoe cooduenne «I'bB» kak mocnenosa-
TEJIFHOCTDH 1IeJbIX uucen B nuanasonHe or O mo 32. Hampumep, mycts OykBa b
npeAcTaBisieTcst Kak yucio 1, OykBa B — kak uucio 2, Oyksa I' — kak uncio 3.
Torma coobmenne «['BB» M0XXHO mpeAcTaBUTh KaK IOCIEAOBATEILHOCTh YUCEI
312, T. e.Ml = 3, Mzz 1, M3:2.

7 Tlomp3oBaTens A MUPPYET TEKCT, MPEACTABICHHBIA B BHIE MOCIIEI0BATEIb-
HoctH uncen M;, o popmyine Ci = M iK“ (mod N):

C; = 3’ (mod 33) = 2187 (mod 33) = 9,
C, =1"(mod 33) =1 (mod 33) =1,
Cy = 2" (mod 33) =128 (mod 33) = 29,

u otnpaisieT kpunrorpammy Ci, Cy, Cg, ..., Cj mons3oBarento B. Cy, Cp, C3 = 9,
1, 29.
8 INonb3oBatens B pacumdpobiBacT NpuHATYIO Kpunrorpammy Ci, Cy, C, ...,

Ci, HCTIONB3Ys CEKPETHBIN KITF0Y Ky, 10 popmyite M; = Cik" (mod N):

M, = 9% (mod 33) = 729 (mod 33) = 3,
M, =13 (mod 33) =1 (mod 33) =1,
M, = 29° (mod 33) = 24389 (mod 33) = 2.

B pesynerate OyneT mojydeHa IOCIEAOBATEIBHOCTh 4HCeN M, KOTOpBIE
MIPEJCTABIIIOT co00# ucxonHoe coobmenne M. Takum o6pa3oM, BOCCTaHOBJIECHO
ncxoxuoe coodmenue: «I'bB».

UroOsr anroputM RSA mMen mpakTHdeckyro EeHHOCTh, HEOOXOINMO UMEThH
BO3MOXKHOCTh 0€3 CYIIECTBEHHBIX 3aTpaT I'€HEpUPOBATH OOJBIINE MTPOCTHIE YHC-
JIa, YMETb OIIEPAaTHBHO BEIYUCIATH 3HAUCHUS KiI04eH K, U K.

Kpunrocucremsr RSA peanusyioTcs Kak anmapaTHBIM, TaK U HPOTPaMMHBIM
myTeM. [ anmapaTHOH peann3anuy onepanyii muppoBaHns U pacmu(poBaHUI
RSA paspaboransl crienpanbHble TPOIECCOPBI. ITH TPOIECCOPHI, PeaTu30BaH-
HBIE Ha cBepXOoipmux MHTErpaidbHbIX cxemax (CBHC), mo3BOMSIOT BBIOIHATH
omepann RSA, cBsi3aHHBIE C BO3BEICHHEM OONBIINX YHCENT B KOJOCCAIBHO
O0NBIIyIO CTeeHb M0 MOXy0 N, 32 OTHOCHTENIEHO KOPOTKOEe BpeMs. Ammapar-
Has peanmsanusg RSA npumepro B 1000 pa3 MeyieHHee anmapaTHO# peaanu3aun
cummerpuuHoro kpunroanropurma DES. TIporpammuas peanusanus RSA npu-
MepHO B 100 pa3 meanennee nporpammuoil peanusanuu DES. C pazButuem tex-

41



HOJIOTUH 3TH OLIEHKH MOTYT HECKOJIBKO M3MEHSTHCS, HO aCHMMETPHYHASL KPUIITO-
cucrema RSA HuKOrza He TOCTHTHET OBICTPOAEHCTBUS CUMMETPUYHBIX KPHUIITO-
cucreM. Masoe ObicTpoeiicTBie KpunTockucteM RSA orpanudmBaer o6iaacTh MxX
NIPUMEHEHHS1, HO HE YMEHBIIAET UX [IEHHOCTb.

Cxema mudpoBanus Jdab amansa. Cxema Onp ['amans, npeanoxkeHHas B
1985 r., MOXKeT OBITh UCIIOJIL30BaHA KaK JUIsl MN(BPOBAHUS, TaK U JUI1 LUPPOBBIX
noanuceld. besonacHocTh cxeMbl b ["amanst 00ycoBiIeHa CI0)KHOCTBIO BEIYHC-
JICHUS] JUCKPETHBIX JIOTapU(PMOB B KOHEUHOM IIOJIE.

st Toro 9TOOBI TeHEPUPOBATH Mapy KITF0UeH (OTKPHITHIA KITI0Y — CEKPETHBIN
KITI0Y), CHadaja BBIOMPAIOT HEKOTOpoe OOJbIIoe mpocToe Yucio P u Oobimoe
nenoe gncio G, mpraem G < P. Yucna P u G MoryT OBITH pacipocTpaHeHHI cpe-
IV TPYTITEI TIOJIB30BaTeNIeH. 3aTeM BRIOMPAIOT KITF0Y X — CIydaifHOE IIeJI0e YHCIIO,
npudeM X < P. Uucno X sBIsSeTcs] CEKPETHBIM KIIOUYOM M JOIDKHO XPaHHThCA B
cekpere. Jlanee Berancisior Y = G* mod P. Uncno Y siBIsieTcst OTKPBITHIM KITIO-
4OoM.

s Toro uroOsl 3amudpoBats coodieHne M, BRIOMPAIOT Cay4aiiHOE IEJI0e
gpcno 1 < K< P — 1, Takoe, yto yncna K u (P — 1) sSBIAIOTCSA B3aUMHO IPOCTHIMU.
3atem BorumcisoT uncia a = G< mod P, b = Y€ M mod P. ITapa uucen (a, b) ss-
nsiercst mudpotekcToM. JlnrHa mudporekcra BaBoe 0OJbIIe ATHHBI UCXO0JHOTO
OTKPBITOTO TeKkcTa M.

Jast Toro uToOb! pacmudpoBaTh HUppPoTeKCT (8, b), BRIYUCISIOT

M = b/a* mod P. (14)

Hus mpumepa Beroepem P = 11, G = 2, cexperHbIit ko4 X = 8.

Berancasiem Y = G* mod P = 28 mod 11 = 256 mod 11 = 3. OTkpbITHIil KiTf0q
Y=3.

Ilycts coobmienne M = 5. Beibepem HekoTopoe ciyuaiiHoe umcio K = 9.
Yo6enumcs, uto HOJ (K, P — 1) =1. HOJ (9, 10) = 1. Beruucnsiem napy uuicen a
ub:a=G"modP =2°mod 11 = 512 mod 11 = 6; b =Y M mod P = 35 mod
11 =19683 - 5 mod 11 = 9. ITonyunm mudporeker (a, b) = (6, 9).

Beimonuum pacimdpoBanue 3toro mudpoTekcTa. Bprumcisem cooOleHne
M, ucrions3yst cekperHbiii kou X: M = b/a® mod P = 9/6° mod 11. Beipaxenue
M = 9/68 mod 11 mosxHO MPECTaBUTh B BUJIE 6% M = 9 mod 11 unu 1679616 x
x M = 9 mod 11. B pe3ynbrate Haxoaum M = 5.

B peanbHbBIX cxemax mmdpoBaHHS HEOOXOAMMO HCIIONb30BaTh B KauecTBE
Mozynst P Gonbloe ienoe mpocToe Yucio, UMeollee B IBOMYHOM HpeICTaBIIe-
HUM [UAHY 0T 512 no 1024 Owur.

Kom0unupoBanublii MeTox mudpoBanus. [ 1aBHBIM JOCTOMHCTBOM KpUII-
TOCHUCTEM C OTKPBITBIM KJIIOYOM SIBJISIETCS MX MOTEHIMAIbHO BBICOKas Oe3omac-
HOCTB: HET HE0OXOAMMOCTH HHU TIepeaBaTh, HU COOOMATh KOMY OBl TO HH OBLIO
3HAUEHMs] CEKPETHBIX KIItoueil, Hu yOexaaThCcs B MX IMOJJIMHHOCTH. B cummer-
PHYHBIX KPUITOCHCTEMaX CYHIECTBYET ONMACHOCTh PACKPBITHSI CEKPETHOT'O KIIFO4a
BO Bpems nepepadr. OJHAKO aJITOPHUTMBI, JIeKAI[Fe B OCHOBE KPUITOCHUCTEM C
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OTKPBITBIM KJIFOUOM, UMEIOT CIEAYIOINE HEIOCTATKH:

—TeHepalus HOBBIX CEKPETHBIX M OTKPBITHIX KJIFOYel OCHOBaHa Ha FeHEpaliu
HOBBIX OOJIBIINX MPOCTBIX YHCEJ, & MIPOBEPKa MPOCTOTHI YKHCEN 3aHMMAET MHOTO
IIPOLIECCOPHOTO BPEMEHU;

—npouenypsl mu(poBaHus U paciiu(poBaHus, CBI3aHHBIE C BO3BEJCHHUEM B
CTETIeHb MHOTO3HAYHOT'O YHCIa, JIOCTATOYHO TPOMO3/IKH.

VIMeHHO 1O3TOMY OBICTPOAEHCTBUE KPHUITOCHCTEM C OTKPBHITBIM KIHOUOM
00BIYHO B COTHH U 0oJiee pa3 MEHbIIEe OBICTPOICHCTBUS CHMMETPHIHBIX KPUIITO-
CHCTEM C CEKPETHBIM KITIOUOM.

KomOuanpoBanHsIiA (THOPHIHBINH) MeTOJ MH(POBAHUS ITO3BOJIIET COYETATH
MIPENMYIIECTBA BBICOKOH CEKPETHOCTH, MPHCYIINE aCUMMETPHUIHBIM KPHIITOCH-
CTEMaM C OTKPBITBIM KIIIOYOM, C MPEUMYIIECTBAMH BBHICOKOH CKOPOCTH paboTHI,
MPUCYIIUMH CHUMMETPUYHBIM KPUITOCHCTEMaM C CEKpeTHBIM KitouoM. Ilpu Ta-
KOM IMOJAXO0AC KPUIITOCUCTEMA C OTKPBLITBIM KIIIOUOM HNPUMCHACTCA IJIA IlII/I(l)pO-
BaHMs, Mepeayr ¥ MOCJIEAYIOMEro pacin(poBaHus TOJIBKO CEKPETHOTO KII0Ya
CUMMETPUYHON KPUIITOCUCTEMBI. A CUMMETpPUYHAs KPUIITOCUCTEMA IPUMEHSAET-
csi 1yl WK(POBaHUs U MEpefadd MCXOTHOTO OTKPBITOrO TeKcTa. B pesyibrare
KPUIITOCUCTEMA C OTKPBITHBIM KJIIHOYOM HE 3aMCHACT CUMMETPHUYHYIO KPUIITOCH-
CTEMY C CEKPETHBIM KJIIOYOM, a JIUIIb JOIOJHACT €€, O3BOJISIA TTOBBICUTH B Iie-
JIOM 3alIWIIEHHOCTh NepeaaBaeMoil mHpopManuu. Takoi MoIXo MHOT/AA Ha3bl-
BAIOT CXEMOH JIEKTPOHHOTO IU(POBOTO KOHBEPTA.

Ecin nomb3oBarens 4 xodeT mepepaTs 3alln(poBaHHOE KOMOMHHPOBAHHBIM
METOJIOM coobiieHne M 1oIb30BaTelo B, To MOPSIOK ero ISUCTBUM OyIeT TakoB:

1 Coznars (HanpuMep, CreHEPUPOBATh CIIy4aHBIM 00pa3oM) CHMMETPHYHBIN
KJIKOY, Ha3bIBAEMBIA B 3TOM MCTOAC CCaAaHCOBBIM KJIFOUYOM Kc-

2 Bamudposath coodiienne M Ha ceaHCOBOM Kitoue K.

3 3ammdpoBath CEaHCOBBIH KTt0Y K, Ha OTKPHITOM KJroue K, mojbp3oBaTes B.

4 Tlepenath 10 OTKPHITOMY KaHAIIy CBSI3U B ajipec MoJjb3oBarens B 3ammdpo-
BaHHOE COOOIIEHNE BMECTE C 3alM(PPOBAHHBIM CEAHCOBBIM KITFOUOM.

JetlicTBus mosip30BaTens B npu MoTydeHHH 3amn(poBaHHOTO COOOIIECHHS U
3ammM(ppOBaHHOTO CEAHCOBOTO KIII0Ya JOJDKHBI OBITH OOpaTHBIMHU:

5 PacumdpoBath Ha CBOeM cekpeTHOM Kittoue K, ceaHcoBblii kim0 K.

6 C mOMOIIBIO MTOJTYYEHHOTO CEaHCOBOTO Kimoda K, pacmmndpoBars U IpOUIH-
TaTh coobenue M.

[Tpu ncronb30BaHUKM KOMOMHMPOBAHHOTO METO/1a MIN(BPOBAHMS MOXKHO OBITH
YBEPEHHBIM B TOM, YTO TOJHKO TOJH30BaTENb B CMOXKET MpaBUiIbHO pacurndpo-
BaTh K04 K, ¥ mpounTaTh coodmenne M.

KomOnHMpoBaHHBIH MeTOA ITN(PPOBAHNUS SBIIETCS HaNOOJIee paliOHATBHBIM,
o0benuHs B ceOe BBICOKOE OBICTPOACWCTBHE CHMMETPHUYHOTO HIM(pOBaHUSA U
BBICOKYIO KPUIITOCTOHKOCTb, FAPAHTUPYEMYIO CUCTEMAMU C OTKPBITHIM KIIIOYOM.
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1.4 DaexTpoHHasi uM(ppoBas NOANUCH

[Ipu oOMeHe 3JEKTPOHHBIMH JOKYMEHTAMH IO CETH CBSI3M BO3HHKAET IPO-
6neMa ayTeHTH(HKAIMK aBTOpa JOKYMEHTa U CaMOTo JIOKYMEHTa, T. €. YCTaHOB-
JICHUS! TIOJUITMHHOCTH aBTOpPa U OTCYTCTBHSI M3MEHEHUH B MOJYYEHHOM JOKyMEH-
Te. B 00Obr4HON (OyMakHO#) MH(pOPMATHKE 3TH HPOOJIEMBI PELIalOTCS 3a CUeT
TOro, 4rto MHQpOpManus B JOKYMEHTE M PYKONHWCHAas MOAINUCH aBTOPA XKECTKO
CBsI3aHbI ¢ (U3NYECKUM HOcuTeneM (Oymaroif). B ayieKTpOHHBIX TOKYMEHTax Ha
MAaIIMHHBIX HOCUTEIISAX TAKOH CBSA3HM HET.

OnexrponHas nupposas noxamuck (DLII) ucmomsiyercs it ayTeHTH(HKA-
I[N TEKCTOB, MEPEIAaBAEMBIX IO TEIEKOMMYHHKAIMOHHBIM KaHanaM. OyHKIHO-
HaJIbHO OHA aHAJOTUYHA OOBIYHOW PYKONHMCHOHM MOJIHCH M 00JalaeT €€ OCHOB-
HBIMH JOCTOMHCTBAMM:

— YIOCTOBEpSIET, YTO MOJNMCAHHBIN TEKCT UCXOAWT OT JIMIA, ITOCTaBHBIIETO
TIOJINTUC;

—He JaeT caMOMy 3TOMY JIMIy BO3MOXKHOCTH OTKa3aThCsl OT 00s3aTebCTB,
CBSI3aHHBIX C ITOJMHCAHHBIM TEKCTOM;

—TapaHTUPYET LEIOCTHOCTD MOAIUCAaHHOTO TEKCTA.

udposas noamuck npeacraBisier coO0H OTHOCUTENLHO HEOOJBLIOE KOJTHYe-
CTBO JIOTIOJHHUTENBHOM IN(POBOI HHPOPMALIHH, TEpeAaBaEMO BMECTE C TIOAIH-
ceiBaeMBbIM TeKcToM. Cuctema LI BKIrodaeT nBe mporexypsl: 1) MOCTaHOBKH
MIOJTIMCH; 2) MPOBEPKH MOANKCH. B mpomeaype MOCTaHOBKH ITOIIHCH HCTIONb3Y-
€TCsl CEKPETHBIN KITI0Y OTIPABUTEISI COOOIICHUS, B IIPOLEAYPEe IPOBEPKU MOATIH-
CH — OTKPBITBIA KITIOY OTIIPABUTEIIS.

[pu ¢opmupoBanun LI oTmpaBuTens Npexae BCETO BBIUUCIET XdII-
oyuknuro h(M) moamuceiBaemoro Ttekcta M. BpiumciieHHOE 3HaYeHHE XOII-
obyukaun h(M) mpezacrasnser coboii oauH KOPOTKUil GJIOK HH(pOpManuu M, xa-
paktepusyoumidi Bech TekcT M B menom. Xoum-QyHKIMs NpeqHa3HaueHa s
CKaTHs TMOJIHCHIBAEMOT0 JOKyMeHTa M 10 HECKOJIbKUX JECATKOB WIIM COTEH
6ur. Xour-opyukuust h(M) npuHuMaeT B KadecTBe aprymeHra coolOuieHue (JI0Ky-
MeHT) M mpou3BOJIBHON AJIMHBI U Bo3Bpariaetr xau-3Hauerne h(M) = m duxcu-
poBaHHOW JUIMHBL. OOBIYHO XAIIMPOBaHHAS MH(OPMAIUS SBISETCS CKATHIM JIBO-
WYHBIM TPEJICTABIEHNEM OCHOBHOTO COOOIIEHMS MPOM3BOJILHOM JUIMHBI. 3Haue-
uue xaul-¢pyukiun h(M) ciioxHbIM 00pa30oM 3aBHCHUT OT JOKyMeHTa M u He mo3-
BOJISIET BOCCTAHOBHUTH CaM JIOKYMeHT M.

3arem unciio M mudpyercss CeKpeTHBIM KIF0UoM oTnpaButens. [lormyuaemas
IIPH ATOM TIapa yucen npeacrasiset coodoi DI mis ganHOTO TekcTa M.

I[Ipu mposepke DIl momywarens cOOOIIEHHS CHOBAa BBIUMCIAET X3III-
oyukuuro m = h(M) npussTOTO TI0 KaHamy coobmienus M, mocie 4ero mpu mo-
MOIIM OTKPBITOTO KIFOYa OTHPABHUTEINSI HPOBEPSET, COOTBETCTBYET JIM IOJyUYeH-
Hast HOAMHUCH BEIYUCICHHOMY 3HAYCHHUIO M X31I-(DyHKIUH.
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®Oyuknus h(M) — sBisercs Xam-()yHKIUEH, €ClId OHA YIOBIETBOPSET CIELY-
IOIIUM YCIIOBUSAM:

— VICXO/IHBIH TEKCT MOXET OBITh MPOU3BOJILHO JJTMHEL;

—camo 3Hauenre h(M) numeet GpukCHpOBaHHYIO ATHHY;

—3naueHue pyHkuuu h(M) nerko BeIYHCIACTCS AJIS TF0OOr0 apryMeHTa,;

— BOCCT@HOBUTbH apTyMEHT 10 3HAYEHHIO C BBIYUCIUTEIHHOW TOUKU 3PEHUS —
MPaKTHYECKH HEBO3MOXKHO;

— pyukiws h(M) — oqHO3HAYHA.

W3 ompeneneHus ciemyer, 4To Ui JIO0OH X3II-QYHKIUH €CTh TEKCTHI-
ONHM3HEIBI — NMEIOIINE OJMHAKOBOE 3HAYEHHE XOII-(YHKINHI, TaK KaK MOIITHOCTh
MHO)KECTBa apryMEHTOB HEOTPAaHHIECHHO OOJBbIIIE MOITHOCTH MHOKECTBA 3HAUE-
Huil. Takol ¢axT morydmt HazBaHue «3((GEKT THSA POKICHUNY.

HawuGonee nzBecTHbie U3 Xdu-pyHkimid — MD2, MD4, MDS5 u SHA.

Tpu anropurma cepun MD paspaboransl PuBectom B 1989-m, 90-m u 91-M
rojlax COOTBETCTBEHHO. Bce OHM mpeoOpa3yloT TEKCT MPOU3BOJILHOW JUIMHBI B
128-0uTHYyI0 cUTHATYDY.

Anroputm MD2 npenmnonaraet:

— JIOTIOJTHEHUE TeKCTa JI0 IJINHBI, KpaTHo# 128 Outawm;

— BeIYHCIICHHE 16-OMTHOI KOHTPOIBHON CYMMBI (CTapIIie pa3psiibl 0TOpachl-
BafOTCA);

— no0aBieHHE KOHTPOIBHON CyMMBI K TEKCTY;

— IIOBTOPHOE BBIYUCIICHUE KOHTPOJIBHOM CyMMBI.

Anroputm MD4 npenycmatrpuBaer:

— IOTIOJTHEHUE TEKCTA JI0 JUIMHBI, paBHOH 448 OuT 1mo Momyio 512;

— nobaBieHHE JUINHBI TeKCTa B 64-OUTHOM NpEJICTAaBICHHUH;

—ucrnonb3oBanue nporeaypst Damgard-Merkle ¢ 512-6utapiMu Griokamu (B
OTIIMYHUE OT X3MI-PYHKIIUH 3TOT Kiacc MpeoOpa3oBaHuUil IpeAroiaraeT BeIYUCIie-
HHE JJIsl aprYMEHTOB ()MKCUPOBAHHOM JUIMHBI Taloke (PUKCHPOBAHHBIX IO JJIMHE
3HAYCHUIA), PUYIEM KK OJIOK YIaCTBYET B TPEX PA3HBIX [HKIIAX.

B anroputmMe MD4 noBonbHO ObICTpO OBUIM HAHIEHBI «IBIPB», TOITOMY OH
6611 3aMeHeH ainroputMoM MDS, B KoTOpoM KaXk/plii OJIOK y4acTByeT HE B TpeX,
a B YETHIPEX PA3INYHBIX [UKJIAX.

Auropurm SHA (Secure Hash Algorithm) paspa6oran NIST (National Institute
of Standard and Technology) u nioBropste uneun cepuu MD. B SHA ucnons3yrores
Texcthl Gomee 2% Gur, KOTOpbIE 3aKPBIBAIOTCS CUTHATYPOH JutnHOW 160 OuT.

[puanmmraasHEIM MOMeHTOM B cucteme DLIIT sBiseTcss HeBO3MOXKHOCTB IO~
nenku OLIT noms3oBatens 6e3 3HAHMS €r0 CEKPETHOTO KIIF0Ya MOANUCHIBAaHMA. B
Ka4yecTBE MOANMCHIBAEMOT0 JOKYMEHTa MOKET OBITh MCIOJIB30BaH JFO00H (aiii.
[ToamucanHuelid ¢aitn co3gaeTcss U3 HEMOANMUCAHHOTO MyTeM /00aBIeHUS B HETO
OofHOU mim OoJiee DIEKTPOHHBIX Moanuced. Kaxmas moanuch COMEPKUT CIedy-
FOIIYI0 MH(OPMAITHIO:

— J1aTy TOJIINCH;
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— CPOK OKOHYaHHs JEHCTBUSA KIII0Ya JaHHOM MOAINCH;

—uHbopmanmo o auue, nognucasmemM Qain (O.1.0., 1omKHOCTE, KpaTKoe
HauMeHOBaHUE (PUPMBI);

— MJICHTU(PHUKATOP MOANUCABLIETO (UMsI OTKPBITOTO KJII04a);

— COOCTBEHHO ITU(PPOBYIO MOJIITHCE.

Texunonorus npumenenus cucremsl DL npenanonaraer Hanuune cetd abo-
HEHTOB, MOCBUIAIONIUX APYT APYTY HOAMUCAHHBIE SJIEKTPOHHbBIE TOKYMEHTHI. Jlis
KaX/I0T0 abOHEHTa TeHepUpPYyeTCs mapa KII0Uei: CeKpEeTHHIH M OTKPHITHIH. Cek-
PETHBII KIIFOY XpaHHUTCS a0OHEHTOM B TallHE M HCIIOJIB3YeTCs UM A (OpMHUpO-
Bauus OLII. OTKPHITHI KITI0Y U3BECTEH BCEM JPYTUM II0JIH30BATEISIM U IIPEIHA-
3HaueH aus nposepku DL mosydareneM MOANMCAHHOTO 3JIEKTPOHHOTO JOKY-
MeHTa. VIHade roBOpst, OTKPBITHIH KIIOY SIBISIETCS. HEOOXOJUMBIM HHCTPYMEHTOM,
MO3BOJISIIOIIUM TPOBEPUTH IOJJIMHHOCTH 3JIEKTPOHHOTO JOKYMEHTa M aBTopa
noAnucy. OTKPBITHIN KITIOY HE MO3BOJISIET BEIYUCIUTD CEKPETHBIN KITIOY.

Jnst reHepanuu mapbl KIO4eH (CEKPETHOTO M OTKPBITOI0) B alrOpHUTMax
OUII, kak ¥ B aCHMMETPUYHBIX CHCTEMaX INU(POBaHUS, UCIONB3YIOTCS pa3HbIe
MaTeMaTUYecKHe CXEeMbl, OCHOBaHHbIC Ha IPHUMEHEHUH OJHOHAIIPABICHHBIX
GyHKIMHA. DTH cXeMBbl pa3feisioTcst Ha Be Ipynnbl. B ocHOBe Takoro pasnerne-
HUSI JIEXKAT U3BECTHBIC CJIOKHBIE BBIYNCIUTEIBHBIC 3aJaUH:

— (hakTopu3anuy (pa3okeHUS Ha MHOKHTENN) OOJBIINX ICIBIX YHCET,

— INCKPETHOTO JIOTapH(PMUPOBAHHUSL.

Adaroput™m 3JiekTponnoii nugposoii mogmucu RSA. IlepBoit u Hanbomee
M3BECTHOM BO BceM Mupe KoHkpeTHoW cuctemoi DLII crana cucrema RSA. Co-
[JIACHO 3TOMY alllOPUTMY, CHavyala HeOOXOAMMO BBIYMCIHTH Napy Kitouei (cek-
PETHBIN KJIIOY M OTKPBITHIA KJIIO4). [[jIst 3TOro OTmpaBUTENh (aBTOP) DIEKTPOH-
HBIX JIOKyMEHTOB BBIYHMCIISIET J1Ba OOJIBIIMX MPOCTHIX yKcia — P u Q, 3arem Haxo-
qut ux npoussegenue N = PQ u 3nauenue pyukuuu ¢(N) = (P — 1)(Q — 1). [a-
Jiee oTrpaBuTeNb Bhiuuciser uucio E u3 yenoswmii: E < o(N), HOA[E, o(N)] =1
u uncno D u3 yenosuii: D < N, ED = 1 [mod ¢(N)]. Tlapa uucen (E, N) siBnsercs
OTKPBITBIM KJIIOYOM. DTy Mapy YMCEN aBTOp IepeaeT IMapTHepaM 110 MeperrcKe
JUIsl TIpOBepKU ero nudposbix noamnuced. Yucino D coxpaHsieTcst aBTOPOM Kak
CEKPETHBIN KIJIFOY JJIS [TOITMChIBAHMSI.

JlomycTum, 9TO OTIPaBUTENh XOUYeT MOANHCcaTh coobuienne M mepen ero ot-
npaBkoit. CHauana coobmenune M (6mok uadopmarym, Qaiin, Tabnuia) CKUMAOT
¢ momoikio xaur-pyukiun h(M) B menmoe urcio m: m = h(M). 3arem BBIYHCISIIOT
uUQpoOBYIO MOAIHCH S MOJ AIIEKTPOHHBIM JOKYMEHTOM M, HCIONB3ys XdIi-
3Hauenne M u cexpetHsii kmoua D: S = mP (mod N).

[Mapa (M, S) nepenaercst mapTHepy-TOIy4YaTeNtO KaK 3JIEKTPOHHBIA JOKYMEHT
M, noxanucaHHbI 1MGPOBOH MOANUCHIO S, IpUYEM HOANUCH S CHOPMUpPOBAHA
oOnamareneM ceKpeTHOro Kiroua D.

IMocne nmpuema napst (M, S) mosrydarens BBIYMCISET X3II-3HaYEHHE COOOIIe-
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HUst M aBymst pasHeIMH criocoOamu. [Ipexae BCero OH BOCCTaHABIMBACT X3III-
3HaueHHe M’, IpUMeHssl KpunTorpaduieckoe npeodpazoBaHue NOAMUCH S C UC-
n0/IB30BaHKeM OTKphIToro kmoua E: m” = SF (mod N). Kpome Toro, o Haxogut
pe3yNbTaT X3MIHPOBAHUS MPHHATOTO coo0IIeHuss M ¢ MoMOIIbIO Tako# ke X3Ii-
¢yukipu h(M): m = h(M).

Eciu coGmoaeTcsi paBeHCTBO BHIYMCICHHBIX 3HadeHuii, T. e. S (mod N) =
= h(M), To momy4atesnp npusHaet napy (M, S) moanuHHOU. J[0OKa3aHO, YTO TOJTB-
Ko obajmarens cekpeTHoro kioda D MoxkeT copmupoBaTh HIPPOBYIO MTOIIICH
S mo nokymenty M, a ompenenuts cekperHoe uncio D mo oTkpeiTomy umcity E
HE JIeTde, YeM pa3noxuTh Moxynb N Ha MHOXHUTenn. Kpome Toro, MoxHO cTporo
MaTeMaTHYeCKU J0Ka3aTh, 9TO PE3yNbTAaT MPOBEPKH MuppoBoit moammcu S Oyxer
MIOJIO>)KUTETBHBIM TOJIBKO B TOM CIydae, €CJIM IPH BBIYUCICHUU S OBLIT HCIONB30-
BaH CEKpeTHBIN K04 D, cooTBeTcTBYIOMMI OTKpRITOMY Kitouy E. [Toatomy oT-
KpBITBIN KiTr04 E nHOrIA Ha3bIBAIOT "UAeHTH(GUKATOPOM" TIOAMKCABIIIETO.

K Henocratkam anropuTMa 3JeKTpOHHOW 1M(poBoi moamuck RSA MoxHO
OTHECTH CIEAYIOIIEE:

1 Ilpu Beruncnennn moayns N, xmoueit E u D anst cucrems! 1iupoBoit noa-
mucu RSA HeoOXomuMo mpoBepsiTh OOJIBIIOE KOJIMYECTBO JOMOTHUTEIBHBIX
YCIIOBHI, 9TO cleiaTh MpakTHYeCKHu TpyAHO. HeBbimonmHeHWe mo00ro M3 3THX
YCIIOBH €NaeT BO3MOXKHBIM (hasibCH(UKAINI0 IU(PPOBOM MOAIICH CO CTOPOHBI
TOTO, KTO OOHAPYXUT Takoe HEBBINONHEHME. IIpy moanmucaHWy BaXXKHBIX NOKY-
MEHTOB HEJIb3sI JOMYCKaTh TAKYIO BO3MOXKHOCTD JaXe TEOPCTUIECKH.

2 Jlnst obecriedeHnsT KPUITOCTOMKOCTH IudpoBoit moancu RSA mo otHome-
HUIO K MONBITKaM (anbcudukanuy Ha ypoBHE, HapUMep, HAMOHAJIBHOTO CTaH-
napra CIIA mudposannus uadopmamun (anmropurm DES), T. e. 10™8, neobxomu-
MO ucTonb30BaTh mpu BerauciaeHusax N, D u E nensie uncna He MeHee 2512 (mmu
oxono 10™*) kaxkoe, 4T0 TpeGyeT GONBIIMX BHIYHCITHTENBHBIX 3aTPAT, TPEBBI-
maronux Ha 20—-30 % BBIUKCIUTEIbHBIC 3aTPAThl APYTUX AITOPUTMOB [IU(YPOBOI
IIOJITMCH TIPU COXPAHEHUH TOTO YK€ YPOBHS KPUITOCTOHKOCTH.

3 Hudposas noanuck RSA ys3BuMa K Tak Ha3bIBAEMOH MYJIbTUILTMKATHBHOM
atake. MlHaue ToBOps1, anroput™ mudpoBoit moanucu RSA mo3BonseT NpoTHBHU-
Ky 0e3 3HaHHs cekpeTHoro kmova D chopmupoBars moammcu moj TeMH IOKY-
MEHTaMH, y KOTOPBIX Pe3yJbTaT X3IIMPOBaHUS MOXKHO BBIYHMCINTH KaK MPOU3BE-
JICHUE PE3yJIbTaTOB XAIINPOBAHUS yXKEe MOAITNCAHHBIX JIOKYMEHTOB.

AJroput™m 3jeKTpoHHOii mudposoii moamucu Idab Famans (EGSA).
Haspanue EGSA npoucxomur ot cino EI Gamal Signature Algorithm (anroputm
mudposoit moxnucu Db ['amans). Unes EGSA ocHoBaHa Ha TOM, 4TO 11 000C-
HOBaHUS TMPAKTUYECKONH HEBO3MOXHOCTH (hambCUPUKAIUU MUGPOBON TOAIHCH
MOJKET OBITh HCIIOJIb30BaHa OoJiee CIOXKHAS BBIUMCIMTENBHAS 3ajjada, 9eM pas-
JIO)KEHWE Ha MHOXHTEIH OONBIIOTO IIEJ0ro YMciia, — 3a/a4a JUCKPETHOTO JIoTa-
pudmuposanus. Kpome toro, Omp I'amanmio ynanocs m3bexars SBHOW cIab0OCTH
anroputMa 1dpoBoit moanucn RSA, cBS3aHHOW ¢ BO3MOXXHOCTBIO TOMJICIKH
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nr(pOBOH MOANKUCH O] HEKOTOPHIMHU COOOIICHUSMHU 0€3 OTpEeIICHUsT CEKPEeT-
HOT'O KJTI0Ya.

JAnst Toro 4yTOOBI reHepUPOBATh Mapy KoY (OTKPBITHIA KIIIOY — CEKPETHBIN
KJIOY), CHavaja BBIOMPAlOT HEKOTOpoe Ooubllioe mpocToe Iienoe yucio P u
6onbinoe nenoe uucio G, npuuem G < P. OtnpaBurens W Noiyyarenb MOITH-
CaHHOT'O JOKYMEHTa HCIOJB3YIOT IPH BBIYMCICHUSIX OJMHAKOBBHIE OONBIINE Iie-
nete wncna P (~10°% wmn ~27%%) u G (~10"* wmm ~2°'), xoTopele He ABIAIOTCA
CEKPETHBIMH.

OrnpasuTtens BeIOMpaeT ciaydaiinoe memoe gucio X, 1< X < (P — 1) u Berumc-
msier Y = G* mod P. Unco Y SBISETCS OTKPBITHIM KITFOYOM, HCITOTB3YEMBIM IS
MPOBEPKY IIOMIHCH OTIIpaBUTENsL. YHCI0 Y OTKPHITO IepenaeTcs BceM MOTSHIH-
aNbHBIM MONTYYaTesIM TOKyMEHTOB. Yncio X sSBISETCS CEKPETHBIM KIIFOYOM OT-
NPaBUTEIS JUTS TOJNUCHIBAaHHS TOKYMEHTOB U TOJDKHO XPaHHUTHCS B CEKpETe.

Jl1s TOro 4TOOBI MOANHMCATH COOOIICHHEe M, CHavalla OTIPaBHTEb XOUIUPYET
ero ¢ momotieio x3m-¢ysknun h() B8 menoe uncao m: m = h(M), I<m<(P-1)u
reHepupyert ciydaitaoe nesoe uncio K, 1< K < (P — 1) takoe, uto K u (P — 1) siB-
JIIFOTCS B3aMMHO TPOCTHIMU. 3aTeéM OTIIPABUTENb BBIYMCIACT IEJI0€ YUCTO a: 8 =
= G* mod P u, npumMensis pacmmperubiii anroput™ EBKITHIA, BEIYHCIIET C MO-
MOIIBIO CEKPETHOTO Kitoua X Ienoe uucio b u3 ypasrenus m = Xa + Kb (mod
(P-1)).

[Mapa gucen (a, b) o6pasyer mudpoByro MOAMKCH S, MPOCTABIAEMYIO IO H0-
kymeHToM M. Tpoiika gucen (M, a, b) nepenaercs nomy4arenro, B TO BpeMs KaKk
napa uucen (X, K) nepxutcs B cexpere.

IMocne mpuema noamucanHoro coodbuerus (M, a, b) monyuarens moykeH
NPOBEPHUTh, COOTBETCTBYET JH moimuck S = (8, b) coobwenuro M. s atoro
NOJTy4aTesb CHAaYalla BEIYHCIISET 110 NPUHATOMY coobmeHuo M gucio m = h(M),
T. €. X3UIMPYET IPHHATOE COOOLIEHHE.

3ateM mnolydareis Berunciser 3naverne A = Y2 a” (mod P) u npusHaer co-
obmenrne M nommmHebM, ecii A = G™ (mod P). Mnaue rosops, nosydaressb
IpoBepsIeT CIpaBeIMBOCTE cooTHomerns Y2 a” (mod P) = G™ (mod P).

MOXHO CTPOro MaTeMaTH4eCKH J0Ka3aTh, YTO IOCIEJHEE PaBEHCTBO Oyaer
BBIMOJIHATELCS TOTJIA, U TOJIBKO TOTJa, KOTa MOANUCh S = (a, b) mox rokymenToM
M mony4eHa ¢ IOMOLIBIO MIMEHHO TOTO CEKPETHOro Kioya X, U3 KOTOPOTO OBbLI
MOJTy4eH OTKPBITHIN K04 Y. Takum 00pa3oM, MOXKHO HAJEKHO YIOCTOBEPHUTHCS,
4TO OTIpaBuTeneM coobienus M ObuT 00s1aiaTeNh IMEHHO JJTAHHOTO CEKPETHOTO
Kiroya X, HE PacKpbiBas NPU 3TOM caM KIIOY, M YTO OTIIPABUTENb MOIIIHCAI
HMMEHHO 3TOT KOHKPETHBIH T0KyMeHT M.

BrimonHeHne KaXK 101 TOATUCH TI0 METOAy Db ['amans TpedyeT HOBOTO 3Ha-
yenus K, mpudem 3T0 3HaYSHHE JTOJKHO BBIOMPATHCS CIIydaiHbIM oOpa3om. Eciu
HapyUIUTENh pacKpoeT Koraa-nndo 3Hadenue K, moBTOPHO HCMONIb3yeMoe OTIpa-
BHUTEJIEM, TO OH CMOJKET PACKPBITh CEKPETHBIN KIt0Y X OTIIPABUTEIISL.

s mpumepa Beioepem unciaa P =11, G = 2 u cekperHbIii ko X = 8. Bol-
YHCTMM 3HAYeHHE OTKpHITOro Kmoua: Y = G mod P = Y = 28 mod 11 = 3.
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IIpeanonoxuM, 4To UCXOAHOE coobmmeHrne M xapakTepu3yeTcs X3II-3HaAY4CHHEM
m = 5. JInsg Toro 4toObl BBEIYUCIUTH MUGPOBYIO MOANMUCH s cooOmmeHus M,
HMEIOIIETO XAII-3HAaYeHUue M = 5, cHavasya BeIOepeM ciydaiiHoe 1enoe yucio K =
=9. Yoemumcs, uto uncna K u (P — 1) aBistorcst B3auMHO mpocTeIMU. [lelicTBH-
tensHO, HOJI (9, 10) = 1.

Jlanee BEIYKCIIAEM 3IEMEHTHI @ ¥ b moanucu: a = G mod P = 2° mod 11 = 6,
3JIEMEHT b ompesensieM, UCIOIB3Ysl PACIIUPEHHBIN anroputM EBkinma:

m = Xa + Kb [mod (P - 1)]. (15)

IMpum=5,a=6,X=8 K=9, P =11 nonysaem 5 = (6x8 + 9xb)(mod 10)
i 9xb = — 43 (mod 10). PewrnB gaHHOE JIMHEHHOE ypaBHEHHE, moaydnum: b = 3.
[utdpoas MoAMKCH MpeACTaBIsSET cO60# mapy: a =6, b = 3.

Janee oTmpaBUTENb MepeaacT MOANIMCcaHHOe coodmienune. [IpuasaB nmoanucan-
HOE COOOIIEHNE W OTKPBITHIH Kimtod Y = 3, MoTydaTelb BEYUCIIIET X3I-3HaueHHUE
11t coobmeHust M: m =5, a 3aTeM BBIYHCIISIET Ba YHCIIA!

1) Y?a® (mod P) = 3°x6° (mod 11) =10 (mod 11);

2) G™ (mod P) = 2° (mod 11) =10 (mod 11).

Tak kak 3TH J1Ba LEJbIX YKMCIAa PaBHBI, MPHUHATOE TOJIydaTelieM COOOLIEHUE
MIPU3HACTCS MTOTUHHBIM.

Cxema Onp 'amans sBisgeTcst XapakTEepHBIM IIPUMEPOM IOAX0Ja, KOTOPBIi
JIOIyCKaeT MepechlUIKy cooOuieHuss M B OTKpBITOIl (popMe BMecTe ¢ MpUCOEIH-
HEHHBIM ayTeHTH(HUKaTOpoM (&, b). B Takux cimydasx mpouenypa yCcTaHOBJICHUS
TIOJUTMHHOCTH TIPHHSATOTO COOOIIEHHSI COCTOUT B NMPOBEPKE COOTBETCTBUS ayTECH-
TH(PHUKATOPA COOOIICHUIO.

Cxema nudpoBoil moamucu Db ['amaliss UMeeT psia MPEUMYIIECTB 110 CPaB-
HEHHIO CO cXeMoi mudporoit moamucu RSA:

1 Ilpu 3a1aHHOM ypOBHE CTOWKOCTH ajuroputMa IH(ppPOBOI MOAIICH IEble
YHCla, YYacTBYIOIIME B BBIYHCICHHUAX, UMEIOT 3amuch Ha 25 % Kopoue, 4To
YMEHBIIIAeT CJIOKHOCTh BBIYHCIICHMH MOYTH B JIBa pa3a M IO3BOJISET 3aMETHO
COKpATHUTh 00BEM HCIIOJIB3YEeMON TaMATH.

2 Ilpu BeIOOpE MOAayns P 10oCTaTOYHO MPOBEPUTH, UYTO 3TO YHCIO SBISAETCS
npocTeiM M uTo y uncna (P — 1) umeercst 00MbIIOi MPOCTOH MHOXHUTENb (T. €.
BCETO J1Ba IOCTaTOYHO MPOCTO MPOBEPSAEMBIX YCIOBHSA).

3 Ilpouenypa ¢popMupoBaHUs MOANUCH O cxeme Db ['amans He mo3BossieT
BBIYHCIIATH U(POBBIEC NOANUCH I10]] HOBBIMHU COOOLICHUSMH O€3 3HAHUS CEKpeT-
Horo Kinoya (kak B RSA).

OnHako anroput™ MdpoBoi nmoanucu Db ['amans uMeeT 1 HEKOTOphIE He-
JIOCTAaTKH 10 CpaBHEHHIO co cxeMol moanucu RSA. B wactHoCTH, mnwHA Udpo-
BOI1 moamucH mosrydaercs B 1,5 pasa Gosbliie, 9T0, B CBOIO OUEpEb, YBEIUINBACT
BpeMsI €€ BEIYHCICHUS.

Poccuiicknii craHaapT 3JIeKTpOHHOI nu@poBoii noanucu. B poccuiickom
anroputMe UPpoBoit moamucu, onpeaenseMom crangaprom [OCT P 34.10-94,
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UCTIONB3YIOTCSI CIIEAYIOIINE TTapaMeTPhI:

p — 6ojbioe mpoctoe yucao JmuHoH oT 509 mo 512 mubo ot 1020 go 1024
owur;

g — TIPOCTOM COMHOXMTENb yKcaa (p — 1), umeromuil 1y ot 254 no 256
owur;

a — moboe uncio, Mexbiiee (p — 1), npuuem takoe, uro a8/ mod p = 1;

X — HEKOTOPOE YUCIIO, MEHBIIIEE ¢;

y =a" ' mod p.

Kpome TOr0, 3TOT anroput™ HCIOIb3yeT OJHOHANPABICHHYIO X3II-(QYHKIHIO
h(M). Craugapt TOCT P 34.11-94 ompenensier Xa1-(QyHKIMO, OCHOBAHHYIO Ha
HCTIOJIB30BaHUH CTAHIAPTHOTO cuMMeTpuaHoro ainropurma 'OCT 28147-89.

IepBbie Tpu mapameTpa P, ¥ & ABIAIOTCS OTKPBHITHIMHE U MOTYT OBITH OOLITH-
MU ISl BceX MOJb30Barteseil cetr. Uncio X sBisieTcs: CeKpeTHBIM KimtodoM. Hucio
Y SIBJISIETCS. OTKPBITHIM KITFOUOM.

UtoObl MOIKCATh HEKOTOPOES COOOIICHUE /1, a 3aTEM MPOBEPHUTH MOAIKUCH,
BBIMOJIHAIOTCS CJIeTyIOIUe [I1ary:

1 IMomp30oBarens A reHepupyeT cirydaiiHoe ncio K, mpryem K < (.

2 Tonb3oBatens A Beauciser sHadenns I = (a mod p) mod g, s = {xr + k
[h(m)]} mod g.

Ecau h(m) mod ¢ = 0, To 3nauenne h(m) mod ¢ npuHUMArOT paBHBIM €AUHH-
ue. Ecim = 0, To BeIOMparoT Apyroe 3HaueHHE kK ¥ HAYMHAIOT CHOBA.

LludpoBast MOAIKCH IPEACTABISET CO60I aBa uncma: I mod 2°°° u s mod

IMonp30Bartens A OTHpaBIAET 3TH YHCIA TOJIB30BATEIIO B.

3 Ilonb3oBarens B mpoBepseT MOIYYEHHYIO MOJINCH, BBIYHUCISS ITOCIIEI0BA-
tenbHO Bemmamubl V = h(m)*~ mod g, z, = (sv) mod g, z, = ((q — r)v) mod g, u =
= (aZl . yZz mod p) mod q.

Ecnu U = r, TO mOANUCH CYUTAETCS BEPHOM.

Crenyer Takke OTMETUTb, YTO B AaHHOM ctanaapre DLIT nmapamerp q umeer
JUIMHY 256 OWT. 3amagHbIX KpUITOrpadoB BIIOIHE yCTpaWBaeT (| IJIHMHOHN MpH-
MepHO 160 Omr. Pasmuume B 3HAUEHWSAX mapamerpa ( SBISCTCS OTpaKCHHEM
CTpeMJICHUs Pa3pabOTUYMKOB POCCHHCKOTO CTaHAApTa K IOJIydeHHIo Oonee Oe3-
OTIACHOM TOAITUCH.

256
277,

1.5 YnpaBnenue kiaouamMn

Kak ObI HE OBl COKHA M HAJIG)KHA caMa KPUIITOCUCTEMa, OHA OCHOBaHA Ha
WCTIONIb30BaHUU Kirouel. Ecnmu st obecriedeHusi KOHQUISHITHAILHOTO 0OMEeHa
nHpopManuenn MEeXIy ABYMS TOJb30BATESIMH TpOIlecC 0OMEHa KIII0YaMU TpH-
BHAJIEH, TO B CHCTEME, TJle KOJMYECTBO IMOJIb30BATEICH COCTABIISAET JCCATKH U
COTHHM yTpaBlieHUE KIII0UaMU, — OTO cephe3Has mpobdiema.

ITon knoueBo wUHPpOpMamueld TOHUMAETCS COBOKYITHOCTh BCEX
JecTByomuX B cucreMe Kimroueil. Ecim He obecniedeHO JOCTATOYHO HalEKHOE
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yIpaBieHUE KIIOYEBOW HHPOPMANHEH, TO, 3aBIaAEB €10, 3I0YMbIIUICHHUK MOy~
YaeT HeOrPaHWYEHHBIN TOCTYH KO Bcell nHpopManuy.

YunpaBiaeHue KiImwuYaMHu — MHPOPMAIMOHHBIN MPOIECC, BKIIOYAO-
i B ce0sl TPU JIEMEHTA:

— TeHepaluIo KIouei;

— HAaKOIJICHUE KIIFOYEH;

— pacmpeseneHue KiIrouei.

PaccmoTpuM, Kak OHU JOJDKHBI OBITH PEaIi30BaHBI JIs TOTO, YTOOBI obecte-
9UTh 0€30IaCHOCTH KIFOUEBOW HHPOPMALINH.

I'edepanus kiro4yeii. B peanbHbIX cUCTEMax HCIHOJB3YIOTCS CIIELUAIbHBIE
anmnapaTHbIe ¥ IPOrpaMMHBIE METOJIbI TeHEepaluK CilydaiiHbIx kitouel. Kak mpa-
BIJIO HCTIONIB3YIOT AATUMKH CIyqaiHbIX dnced. OfXHAKO CTENEHb CIyJafHOCTH UX
TeHEepalHy J0JDKHA OBITh TOCTATOYHO BBICOKOH. MeansHBIMU TeHEpaTOpaMH SIB-
JIIOTCSI YCTPOWCTBA HAa OCHOBE “‘HAaTYpaJIbHBIX CIIydaiHBIX IporieccoB. Hampu-
Mep, TeHepalys KiItodel Ha 0CHOBe Oesoro paauouryma. Jpyrum ciryuaifHeIM Ma-
TEMATHUYCCKUM 06’LeKTOM ABJIAIOTCA ACCATUYHBIC 3HAKW UPPALIMOHATIBHBIX YHUCEIT,
HalpuMep T WIM e, KOTOPbIE BBIUHCIIAIOTCS € TOMOIIBIO CTaHAAPTHBIX
MaAaTEMaTUYCCKHUX MCTOJ0B.

B cucremax co CpeaHuMHn Tpe6OBaHI/ISIMI/I 3alUINEHHOCTH BIIOJIHE MPUEMIJIC-
MBI [IPOIPaMMHBIE T€HEPATOPBI KIFOUEH, KOTOPBIE BBIUUCIISAIOT CllydaliHble YHCIIa
KaK CIIOXHYIO (YHKIMIO OT TEKYIIET0 BPEMEHHM M (WIM) YHCIa, BBEACHHOTO
I0JIb30BaTEIIEM.

Hakonsienne kirwoueil. [log  HakomieHueM — KiIoued  IOHHMMAaeTcCs
OpraHM3alysl UX XPaHEHNUs, yueTa u yJaleHus.

[TockonbKy KITIOY SIBJISIETCS] CAMBIM TIPUBIIEKATEIBLHBIM IS 37I0YMBIIUICHHAKA
00BEKTOM, OTKPBIBAIOIINM €MY ITyTh K KOH()UACHIIMAIFHON MH(POPMAINH, TO BO-
IIpocaM HaKOIJICHHUS KIIoUel cieayeT yAensITh 0coboe BHUMaHHUE.

CereTHI)Ie KJIFOYM HHUKOIr'Jla HE OOJIXKHBI 3allMChIBATHCS B ABHOM BHJI€ HA HO-
CHUTCIJIC, KOTOpBIﬁ MOXET OBITH CUMTAH WU CKOITMPOBAH.

B nmocraTodHO CIOXKHOI cHCTeMe OAMH TONb30BaTeNb MOXET paboTaTh ¢
00JIBIIUM 00BEMOM KJIFOUeBOM MH(GOPMAIMH, U MHOTIA 1a)Ke BO3HUKAET HEOOXO0-
JMMOCTb OpPTraHM3alMd MUHHMOA3 JaHHBIX 10 KJI04YeBOH nHpopmarmu. Takue Oa-
3bl JaHHBIX OTBEYAIOT 32 MPHUHATHE, XpPaHEHHE, yUeT U yAaJeHHE HCIOIb3YeMbIX
KIIIOYEeH.

Kaxnas madopmanust 00 MCHONIb3yeMbIX KIIIOYaxX JOJDKHA XPaHUTHCSA B 3a-
mmgpoBanHOM BuJe. Kitoun, 3anmdpoBsIBaronye KiIroueByo nHpopmanuio Ha-
3bIBAlOTCI MacTep-kKiatodaMu. JKenareabHo, YTOOBI MacTep-KIIOYH Kax-
}H)Iﬁ TI0JIb30BATEJIb 3HAJI HAU3YCTh U HE XPAHUIT UX 130061ue Ha KaKux-I1u0o MaTe-
PpUAIIBHBIX HOCUTCIIAX.

Od4eHb BaKHBIM YCIOBHEM 0€30MaCHOCTH MH(POPMAITUH SBJISETCS TIepUOANIE-
cKoe 0OHOBJIEHHE KITF0UeBOH MH(popMaru B cucteme. [lpu 3ToM nepenasHagdaTh-
CA OOJIKHBI KaK OOBIYHBIE KJIFOYH, TaK U MaCTCP-KITHOYH. B 0c000 0TBETCTBEHHBIX
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crucTeMax OOHOBJICHHE KITIOYEBOW MH(OpPMAUK HEOOXOIUMO MPOU3BOIUTH €3Ke-
JTHEBHO.

Bonpoc 0OHOBNIEHHS KITFOUEBOI HH(GOPMAIIMHU CBSI3aH U C TPETHUM 3JIEMEHTOM
yIpaBICHUS KIIOYaMU — paclpeeieHueM KITtodei.

Pacnpenenenue kiatoueil. Pacripenenenue kioyel — camblii OTBETCTBEHHBIN
IpoIiecC B YIpaBicHUU KirouaMu. K HeMy IpeabsaBIsIOTCS IBa TPEOOBaHUS:

— ONIEPaTUBHOCTh U TOYHOCTh paclpeaeNeHus;

— CKPBITHOCTb pacHpeesieMbIX KIIOUEH.

B nocnennee Bpems 3aMETEH CIBUT B CTOPOHY UCIOJIb30BaHUS KPUITOCHUCTEM
C OTKPBITBIM KJIFOUOM, B KOTOPBIX IpoOJeMa pachpeleNeHus KI0Yed OTmaaaeT.
Tem He MeHee pacmpeneleHHe KII0UeBOi HH(POpPMAHK B CHCTEME TpeOyeT HO-
BBIX 3(p(PEKTUBHBIX pEIICHHUH.

Pacnipenenenue knroueld MexAy MOJIB30BATEISIMU PEANU3YIOTCS ABYMS pas-
HBIMH [IOJIXO0JIaMU:

1 Ilymem cozdanus 00H020 unu HECKOIbKUX YEHMPO8 PACTPeOeeHUs K0 Yell.
HenocraTok Takoro moaxoja COCTOMT B TOM, UYTO B LEHTPE pacHpeesieHUs U3-
BECTHO, KOMY M KaKHe KJIFOUM HAa3HAYCHBI, U 3TO MO3BOJIIET YUTATh BCE COO0-
LICHUS, IUPKYIUPYIONIUE B CUCTeMe. BO3MOXKHBIC 37I0YTOTPEOICHHS CYIICCTBEH-
HO BJIMSAIOT HA 3aLIUTY.

2 [Ipsimoti obmen Karouamy MEXAY TIOIB30BaTEIIMU CHCTEMBI. B 3TOM cirydae
mpobJeMa COCTOUT B TOM, YTOOBI HAZCKHO YIOCTOBEPHUTH IOTMHHOCTh CyOBEK-
TOB.

B 00oux ciydasx noypkHa OBITH TapaHTHPOBAHA ITOJJIMHHOCTH CEaHCa CBS3H.
3TO MOXKHO O0ECIIEYHTH ABYMS CIIOCOOAMHU:

1 Mexanuszm 3anpoca-omeema, KOTOPBIA COCTOUT B cieayronieM. Eciu mosb-
30Bareib A jKenaeT ObITh YBEPEHHBIM, YTO COOOIIEHUS, KOTOPhIE OH MOJIYYaeT OT
1oJib30Batensl B, He SBISIOTCS JTOKHBIMH, OH BKJIIOYAET B TIOChUIaeMoe st B co-
oOIIeHrne HempeacKa3yeMblid ayeMeHT (3ampoc). [Ipu oTBere mosn3oBareib B
JIOJKEH BBITIOTHUTH HEKOTOPYIO OTIEpaIlrio HaJl 3TUM DJIEMEHTOM (HampuMep, J10-
6aBuTh 1). DTO HEBO3MOXKHO OCYIIECTBUTH 3apaHee, TaK KaK HE M3BECTHO, KaKoe
ciy4ailHoe 4Mcio mpuueT B 3ampoce. [locie noiydyeHus: oTBeTa ¢ pe3ybTaTaMu
JEHCTBUI MONB30BaTeh A MOXET OBITH YBEPEH, UYTO CEAHC SIBIISCTCS IOJUIAH-
HbIM. HezocTaTkoM 3TOro MeTojia sIBJaseTCsl BO3MOXKHOCTh YCTAHOBJICHUS, XOTS U
CJIO’KHOM, 3aKOHOMEPHOCTH MEXY 3alIPOCOM U OTBETOM.

2 Mexanusm ommemku epemenu. OH mosipazymMeBacT (UKCAIMIO BPEMCHU IS
KaXJIOT0 cOoOoOIIeHus. B 3TOM ciydae KakIplii TOJNB30BaTENlb CUCTEMBI MOXKET
3HaTh, HACKOJIBKO “CTapbhiM’’ SBIJICTCS MPHIIEAIIEE COOOIIEHHE.

B obounx cioydasx cieayeT MCHONb30BaTh MHU(POBaHUE, YTOOB! OBITH YBEPEH-
HBIM, YTO OTBET TOCJTAH HE 3JIOYMBIIIJIEHHUKOM M IITEMIIE]b OTMETKH BPEMEHU
HE U3MEHEH.

[Ipu ucroNb30BaHUKM OTMETOK BPEMEHH BCTaeT MpobIieMa JIOMyCTUMOTO Bpe-
MEHHOr0 MHTEpBaJsa 3aJIeP>KKH Ul MOATBEPKIEHUS MOJUIMHHOCTH ceaHca. Benp
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COOOIIEHHE ¢ OTMETKOH BPEeMEHH B IPUHIMIIE HE MOXKET OBITh IepeaaHO MIHO-
BeHHO. KpoMe 3Toro, KOMITbIOTEpHBIE Yackl MOJTyYaTesss U OTIPABHUTEINS HE MOTYT
OBITH a0COJIIOTHO CHHXPOHU3UPOBAHbI.

Jnst oOMeHa KIrouaMHM MOXKHO HCIOJIBb30BaTh KPUIITOCUCTEMBI C OTKPBITHIM
KJIFOUOM, UCTIOJNIB3YS TOT ke airoputm RSA.

Ho BecbMma addextuBHbIM okazaics anroput™ Juddu-Xenmana, mo3Bossio-
KA JBYM IOJb30BaTEIsIM 0€3 IMOCPEIHHKOB OOMEHSTHCS KIIFOUOM, KOTOPBIN
MOKET OBITh UCIIONB30BAH 3aTEM JUIsi CAMMETPHYHOTO IIH(POBAHHUS.

Adaroput™m Qupdu-Xennmana. npdu u Xenmmad mpeioKuin UL CO3/a-
HUSA KpPUNTOTPAaUYECKHX CHCTEM C OTKPBITBIM KIIOYOM GYyHKIHIO
IUKPETHOTO BO3BCOCHHUS B CTCICHB.

HeoOpatumocTs mpeoOpa3oBaHUsS B 3TOM ciiydae 00ECIEYMBACTCS TE€M, UTO
JOCTaTOYHO JIETKO BBIYMCIHTH MOKa3aTeIbHYI0 (YHKIMIO B KOHEYHOM moue ['a-
JIya, COCTOSIIIUM M3 P 3JeMeHTOB (P — 1100 MPOCTOe YHCIO0, TUOO0 IPOCTOE B JIIO-
0oii crenenu). Beruncnenue xe JiorapuMoB B TaKUX IOJISIX — 3HAYUTENBHO 00-
Jiee TpyJOeMKasl oleparys.

Jus obmena uH(OpMAIMEel MEpBbIA MOJIH30BATENIb BBIOHMpPACT CiIydaiiHOE
YHCIIO X1, PABHOBEPOSTHOE M3 IEJBIX Yuces oT 1 1o p — 1. DTo yucio oH AEpKUT

B CEKpETe, a IPYyroMy IOJB30BATENI0 TOChUIAET YHCIO Y, = o mod p, rae o —

¢bukcupoBaHHBIN d5eMeHT ot [aya GF(p), koTopblit BMecTe ¢ p 3apaHee pac-
MPOCTPAHSAETCS MEXKIY MOJTb30BATENSAMH.

AHAJIOTMYHO TIOCTYNAET ¥ BTOPOi I0Jb30BaTENb, TEHEPUPYS Xy U BBIUMCIIUB
Yo, OTIPABIsAA €r0 NEPBOMY I0Jb30BATEN0. B pe3yibrate 3TOro OHM 06a MOIYT

BBIYHCIIUTE OOIMH CEKpETHBIN Ko Ky, = a2 mod p.

J1st Toro, 4TOOBI BHIYUCINTE Kjp, IEPBBIHA IOJIB30BATENb BO3BOAUT Y, B CTe-
TIeHb X; ¥ HAXOJIUT OCTATOK OT JeyieHus Ha P. To ke 1enaeT u BTOPO MONIb30Ba-
TeJIb, TOJIBKO HCIHONB3YS Y; U Xp. TakuM oOpa3oM, y o0onx mosp3oBaTenel oka-
3bIBaeTCsl OOLIMH K04 Kip, KOTOPBIH MOXKHO HCIIONB30BATh ISl MIM(POBAHUS
nHpopManuu oObIYHBIMU aliropuTMaMu. B otiimuune ot anropurma RSA, nanubrit
QJITOPUTM HE TI03BOJISIET IM(POBATh COOCTBEHHO HH(OPMALIHIO.

He 3Hast X; ¥ Xp, 3MOYMBINUICHHUK MOYET TMOMBITATHCS BBIYMCIUTE Kip, 3Has
TOJIBKO TIepPEeXBadyeHHBIE Y1 U Y,. DKBHBAJEHTHOCTh 3TOW IMpobieMbl mpolieme
BBIYKCIICHUS AUCKPETHOTO JIorapudMa eCTh IJIaBHBIA M OTKPBITBIA BOIPOC B CH-
CTeMax C OTKPBITBIM Ki04oM. [IpocToro peuieHus 4o HACTOSIIEr0 BPEMEHH He
Haiineno. Tak, ecan aist mpssmoro npeo6pazoBanus 1000-OUTHBIX IPOCTHIX YHCEI
tpebyercst 2000 omepaumii, To a11 0OpaTHOro NpeoOpasoBaHMs (BBIYHUCICHUS
norapu¢ma B nosie ["anmya) — norpedyercst 0koIIo 10% onepanui.

Jnst mpumepa BoiOepeM P = 43. o MOXHO OINpPEJEIUTh KaK IEpBbIi MPOCcTOH
MHOHTene b uncia (P — 1). IlepBbiM mpocThIM MHOXHUTENEM 4ncha (43 — 1) =
=42 sBnsercst 3. Mexay IByMsl TOJIb30BATENSIMH paclpeaesseTcs Iapa Yuce
(43, 3). TTonmp3oBaTensb A MPUIYMBIBAET CBOM CEKPETHBIN KIIFOY, TOMYCTHM, YHCIIO
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8 u mockLTaeT mob3oBatento B uncno y; = 3% (mod 43) = 25. Mons3oarens B
MPUYMBIBAET CBOM CEKPETHBIN KITFOY, JTOMYCTHM, YHUCIIO 37 ¥ MOCHLUIAET MOJIb30-
Barenio A uncio Y, = 3°° (mod 43) = 20. OGa monb30BaTeNst BHIMHCISIIOT OOl
CeKpeTHbIN Kir0Y Kip: monmbp3oBatens A — Ky, = 208 (mod 43) = 9; none3oBarens B
— ki = 25% (mod 43) = 9.

Kak BumHo, mpu Bceil mpocrore anroputma Juddu-Xeamana, BTOPsIM €ro
HEIOCTATKOM I10 CPAaBHEHHIO C CHCTeMOU RSA SBIsIETCSI OTCYTCTBHE rapaHTHPO-
BAHHOM HIDKHEH OIEHKH TPYIOEMKOCTH PACKPBITHS KITFOUa.

Kpome Toro, XOTs OIMCaHHBINA AITOPUTM T03BOJISIET 000HTH MPOOIIEMY CKPbI-
TOW Mepefavn KIoua, HEOOXOAUMOCTh ayTeHTU(HUKAIUK ocTaeTcs. be3 momoi-
HUTEIBHBIX CPEICTB, OMMH W3 MOJb30BaTEICH HE MOXET ObITh YBEPEH, UTO OH
0OMEHSUICS KITIOUaMH UMEHHO C TEM I10JIb30BaTENIEM, KOTOPBIH €My HYXEH.

2 MOPAJOK BBIITIOJIHEHUS PABOTbI

1 U3y4nTh KpaTKHe CBEICHUS U3 TCOPHUH.
2 Jlns pernenus 3agad u3 m. 4-13 mo mocnenueit mudpe mmdpa 3 TabIHUIEL

11 HeoOXx0oaMMO BBIOpPATh COOOIICHHMS, KOTOPhIC OYAYT MOABEPraThCs IMUPpPOBa-
HHUIO.

Tabauya 11 — UcxoaHbie COOOIEHUST

Ilapa- IMocnennsis nudpa mmdpa

metp 1 | 2 | 3 | 4 | 5
M, 3a oObekTamu anb(ha BeaeTcs MOCTOSHHOE HAOII0ICHHEe HUYETO He MPeIIPUHIMATh
M. | lagramanu | licitumsit [ ite missia est | in vino veritas | dura lex sed lex
Ms AOB1C13F3FA6D4B6 ;6
My | 3079112 7121032 9131726 1332714 6212913
m 5 7 9 11 13

Tapa- TMocnennss uudpa mudppa

werp 6 | 7 | 8 | 9 | 0

M; | CekTOp OYHMIIIEH HCKOMBIH OOBEKT HE OOHAPYKEH CPOYHO NMEPEXOIUTE K IIIECTOH CXeMe
M, | jus humanum | memento mori | vini vidi vici [ cogito ergo sum| citius altius
Ms 49F3BAD29A1BOF67 14

My | 7389102 1998106 9308112 7891515 6101659
m 15 17 19 21 23

3 [us pemenus 3amgay u3 nim. 5, 6, 9—11, 13 ulS mo npennocienuei nudpe

mm¢pa u3 Tabnuip! 12 Heo0X0AMMO BBIOPATh KIIFOUM MIH(POBAHUS.

4 Jlnst pemrenus 3ama4d u3 mi. 7, 8, 12—16 mo nepro# mudpe mudpa u3 tadbau-
el 13 HEoOX0aMMO BBIOpATh KITFOUH MIH(POBAHHUS.

5 3ammdposats coobmenrne M; Ha pycCKOM SI3bIKE ¢ TTOMOINIBIO MH(pyIomeit
TabauIBl pazmepom 8 Ha 8:

— 0€3 UCIOJIb30BaHMUs IEPECTaHOBOK;
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— ¢ OJIMHOYHOM MepecTanoBKoi o kimouy K; (pucyHok 21);
— ¢ JBOIHO# nepecranoBkoi no kirouam K, u K; (pucyHok 22).

6 3ammdposath coobmenue M, Ha TaTHHCKOM SI3BIKE C TIOMOIIBIO:

—cuctemsl mudposanus Lesaps npu cMmemennu Ha K ciMBOIIOB;

—ahduHHOM cucTeMbl IOACTAaHOBOK 1e3apst ¢ mapamerpamu a, b;

—Tabnmuubl BrkuHepa s anrumiickoro andasura u kiroda Ky.

7 3amm¢ppoBaTh coobmenne M; Ha pycCKOM SI3BIKE C ITOMOIIBIO TaOIHUIIBI
BmxuHepa s pycckoro andasura u kimoda K;.

Tabnuya 12 — Kinioun mmdpoBaHus

Mapa- [peamocneansist iudpa mwudpa

MeTp 1 | 2 3 | 4 5 | 6 7 ] 8 9 [ o
Ky MY3bIKaHT OKCIIOHAT OpraHusm MCXaHU3M I'PY30BUK
Kz Pa3HOCTh ITOKPBITHE KOMITaHMS BBLIEPIKKA BEPHOCTH
K3 OymepaHr HHTEPBAI POIHUTEID HOTapHycC KacTproJIst
K4 sine mora pro forma rideamus sapienti divideet
Ks ABCDCF27B967D5F1 ¢ F51FD8A4FA3890BA 16
X4 9 7 5 12 8 9 7 8 13 7
Xz 2 11 9 6 13 11 12 11 6 9

8 3ammdposate OmHApHOE cooOmeHne M; amuHOM 64 OUT C HCTIOTB30BAHUEM
CUMMeTpHYHOI cxembl mudpoBanus DES u ximoua Ks.

9 3ammdpoBats coobienne M, ¢ MCHONB30BAaHUEM aCHMMETPUYHOM CXEMBI
i poBaHus:

—RSA ¢ mapametpamu Py, Q.

—Onp [Namans ¢ mapamerpamu Py, Gy, Xy, K.

Tabauya 13 — IlapameTpbl a1TrOPpUTMOB MG POBAHUA

Iapa- IepBas mudpa mudpa

MeTp 1 2 3 4 5 6 7 8 9 0
k 3 4 5 6 7 8 9 10 11 12
a 1 2 3 1 2 3 1 2 3 4
b 9 8 7 6 5 4 3 2 1 0
Py 4 5 7 9 11 13 15 16 12 6
Q1 13 16 12 10 8 7 8 3 5 11
P, 14 15 16 17 18 19 20 21 22 23
G, 2 4 6 8 10 12 11 9 7 5
Ke 12 9 7 15 10 11 9 11 8 13
P 6 12 16 15 13 11 9 7 5 4
Q. 13 7 5 7 8 9 I 11 13 11
P, 23 22 21 20 19 18 17 16 15 14
G, 5 7 9 11 12 10 8 6 4 2
K7 9 11 13 7 7 5 11 2 3 4
p 45 39 41 37 49 57 61 33 48 53
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X1

13

15

31

42

30

14

X2

27

21

12

10

16

22
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10 Cozmate DLII a1 XemMpPOBAaHHOTO COOOIICHUS M C UCIIOJIL30BAHUEM all-
ropuT™a:

—RSA ¢ nmapamerpamu P3, Q,.

—Onp [Namans ¢ mapamerpamu Py, Gy, Xo, Ky

CuMBOJIBI KITFOUa Ky CumBodb! kiroda K,
52l
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Pucynok 21 —Ilycras mar- Pucynok 22 — Ilycras maTpuna
puua Uist OAMHOYHOM nepe- JUTSL IBOMHOM NepecTaHOBKU
CTaHOBKH

11 Co3nmaTh 00K KITHOY AJIs JBYX MOJB30BATENICH C HCIIOIH30BAHUEM aJIro-
putMma nddu-Xenmana ¢ mapamerpamu P, Xy, Xo.
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